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ABSTRACT

AI-DRIVEN ADAPTIVE DISTRIBUTED SYSTEMS IN UNTRUSTED ENVIRONMENTS
Chenyuan Wu
Boon Thau Loo

The rapid rise of blockchains and “Web3” has sparked significant interest in design-
ing and implementing distributed systems for untrusted environments. However,
due to their rigid one-size-fits-all design, current systems fail to adapt to dynamic
workloads, new hardware setup, and different user intentions. To address this prob-
lem, we examine the systems stack in a top-down layered manner, from transaction
management, Byzantine fault-tolerant (BFT) consensus to their underlying infras-
tructure. We propose i) AdaChain, the first learned system that adaptively manages
blockchain transactions, ii) BFTBrain, a multi-protocol BFT consensus engine that
dynamically adjusts itself using reinforcement learning, and iii) FlexChain, a flexible
disaggregated infrastructure tailored for permissioned blockchains.
AdaChain addresses the challenge in transaction execution under dynamic work-

loads. As a system driven by reinforcement learning, AdaChain adaptively selects the
optimal transactional architecture for dynamic workloads, maximizing throughput.
AdaChain securely switches architectures at runtime when a better option is identi-
fied. Experiments show AdaChain quickly converges to optimal setups, significantly
outperforming fixed architectures in committed transactions with minimal overhead.
BFTBrain is a practical reinforcement learning based BFT consensus that pro-

vides significant operational benefits: a plug-and-play system suitable for a broad
set of hardware and network configurations, and adjusts effectively in real-time
to changing fault scenarios and workloads. BFTBrain’s key innovations include
systematic performance modeling to guide protocol selection and decentralized
learning resilient to adversarial data pollution. As a result, in addition to providing
significant operational benefits, BFTBrain improves throughput over fixed protocols
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by 18% to 119% under dynamic conditions and outperforms state-of-the-art learning
based approaches by 44% to 154%.
FlexChain is a novel infrastructure layer for permissioned blockchains that physi-

cally disaggregates CPUs, DRAM, and storage devices to process different blockchain
workloads efficiently. Disaggregation enables independent scaling of hardware re-
sources, improving utilization and preventing fragmentation. Our evaluation results
show that FlexChain can provide independent compute and memory scalability,
while incurring at most 12.8% disaggregation overhead. FlexChain achieves almost
identical throughput as the state-of-the-art distributed approaches with significantly
lower memory and CPU consumption for compute-intensive and memory-intensive
workloads respectively.
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CHAPTER 1

INTRODUCTION

For the past decade, data management systems have been governed by central
authorities, typically assuming trusted environments and tolerating only crash fail-
ures. However, events like the recent collapse of multinational banks [128], the
unexpected shutting down of user accounts [27], and the glitch of large stock ex-
change [118] have deteriorated trust in such monopolized systems. This trend has
facilitated the rapid rise of decentralized systems where multiple untrusting parties
collaborate on data management, making untrusted environments prevalent and
shifting the focus of fault tolerance to tolerating malicious failures.
This dissertation centers around untrusted environments, aiming to build fully

adaptive and flexible distributed systems that can be deployed in any untrusted
contexts. In pursuit of this goal, we explore the intersection of machine learning
and distributed systems, focusing on blockchains as the most notable instance of
untrustworthy distributed systems. We systematically examine the blockchain sys-
tems stack in a top-down layered manner, from transaction management, Byzantine
fault-tolerant (BFT) consensus to their underlying infrastructure.
Achieving adaptivity and flexibility is crucial yet challenging. Recently, a broad

range of decentralized applications has flourished on top of blockchains, encompass-
ing real world asset tokenization, gaming, supply chain assurance, crowdworking,
central bank digital currencies, and decentralized AI inference. At the same time, a
proliferation of blockchain systems have been proposed. This rapid growth presents
challenges at every layer of the system stack:
Challenge 1: No one-size-fits-all transaction management paradigm. Blockchain
systems present different transaction management paradigms, including the se-
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quence in which ordering, execution, and validation are performed, the number
of transactions in a block, stream processing, and the use of reordering and early
aborts, etc. Our measurement study has shown that different transaction manage-
ment paradigms are optimal for different workloads. Unfortunately, current users
have to choose a fixed paradigm prior to application development. Choosing the
right configuration is not easy even for experienced users, due to the vast search
space of paradigms and their internal parameters. Further, client requests fluctuate
with different patterns throughout the day, and workloads may permanently shift as
business evolves. These dynamic factors are especially pronounced in decentralized
applications, resulting in poor performance of the chosen system, since no single
configuration provides dominant performance.
In an effort to address this challenge, we propose AdaChain, the first learned

system that adaptively manages blockchain transactions. Driven by reinforcement
learning, AdaChain not only adaptively chooses the best transaction processing
paradigm in order to maximize performance for dynamic workloads, but also quickly
adapts to new hardware and unanticipated workload changes on-the-fly.
Challenge 2: No one-size-fits-all consensus protocol. Each transaction manage-
ment paradigm can be further customized with a broad spectrum of Byzantine
fault-tolerant (BFT) consensus protocols. Over the past decade, the BFT protocol
landscape has surged from a handful to over a hundred protocols, each embodying
different design choices, including commitment strategy, number of communication
phases, and leader replacement mechanism, etc. Selecting the right protocol and
properly configuring its parameters from this vast search space is critical for end-
to-end system performance. However, users are continually challenged by dynamic
client workloads, failures, and network conditions, as no single protocol consistently
performs well in all scenarios. To make matters worse, migrating between these
siloed protocols midway — each with its own code base and distinct interfaces — is
difficult, if not impossible.
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To confront the challenge, we propose BFTBrain, a unified BFT consensus engine
based on reinforcement learning. By switching among a set of BFT protocols in
real-time, BFTBrain automatically adapts to the dynamic workloads, ever-changing
fault scenarios, and network configuration while maintaining safety and liveness.
Challenge 3: No one-size-fits-all resource provisioning. With machine learning
increasingly integrated on-chain, decentralized applications might perform memory-
intensive operations, compute-intensive operations, or a mix of both at different times
and execution stages. Although Blockchains-as-a-Service (BaaS) offers a convenient
way for users to manage their resources, the current rigid BaaS infrastructure poorly
supports such heterogeneous resource demands. First, to ensure high-throughput
services over various workloads, servers are usually over-provisioned, leading to
low utilization of certain or all types of resources. Second, as workloads evolve,
it is hard to scale up/down resources independently and seamlessly, e.g., expand-
ing/shrinking memory resources independent of CPUs without pausing transactions.
Such limitations require a radical rethinking of how resources are arranged for BaaS
infrastructure.
To tackle this challenge, we built FlexChain, the first disaggregated blockchain

infrastructure with efficient resource utilization and elasticity.
The rest of the dissertation is organized as follows. Chapter 2 gives a brief techni-

cal background that defines the key terminology and concepts. Chapter 3 introduces
AdaChain, a learning-based adaptive blockchain architecture. Chapter 4 introduces
BFTBrain, a practical and adaptive BFT consensus engine. Chapter 5 introduces
FlexChain, an elastic disaggregated blockchain infrastructure. Chapter 6 discusses
the related literature and future work. Chapter 7 concludes this dissertation.
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CHAPTER 2

TECHNICAL BACKGROUND

This chapter provides the necessary technical background. It first defines several
key terminologies and concepts in distributed systems, followed by illustrating the
layering used in this dissertation.
State machine replication. In a transaction processing system consisting of a
single server, the service becomes unavailable if the server crashes. State Machine
Replication (SMR) is a technique to guarantee service availability by introducing
multiple servers. Specifically, by running a consensus protocol on multiple servers,
all servers agree on the sequence of transactions and they execute transactions in
that sequence. Therefore, all servers always maintain an identical service state, and
to the client, they act just like a single server.

Figure 2.1: Illustration of the Paxos protocol.

Crash fault-tolerant consensus (CFT). Paxos [101] is a consensus protocol which
tolerates f crash failures among a network of 2f + 1 nodes. As shown in Figure 2.1,
if nodes want to agree on one value, the designated leader needs to first propose a
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value in the accept phase, then collect f +1 votes including from itself in the accepted

phase, and finally inform all replicas to commit that value in the commit phase.
The major risk here is, the leader might fail during the process, therefore only

some replicas commit to a value. The newly elected leader is not aware of this fact
and proposes a different value, thus violating safety. Paxos prevents this by locking a
f + 1 quorum before any node commits, which is the purpose of the accepted phase,
and enforcing the new leader to read a f + 1 quorum before it proposes. In a 2f + 1

network, these two quorums will intersect by at least 1 replica, so the decision can
be safely passed on to the new leader.
Byzantine fault-tolerant consensus (BFT). Paxos is designed for the benign envi-
ronment where nodes can only crash. In untrusted environments, nodes can behave
arbitrarily including deviating from the protocol. For example, in the accept phase,
the leader can assign the same sequence number to different transactions, or assign
different sequence numbers to the same transaction (the latter is called equivocation).
These behaviors are called Byzantine failures, which can be caused by bit flipping,
or malicious attackers who manipulate certain nodes.

Figure 2.2: Illustration of the PBFT protocol.

The PBFT protocol [36] is a gold standard to tolerate f Byzantine failures among
3f + 1 nodes. Similar to Paxos, PBFT is a leader-based protocol that operates in a
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succession of configurations called views. Each view is coordinated by a stable leader
(a.k.a. primary). When the leader is faulty, replicas go through the view-change
routine after certain timeouts to replace the leader.
Figure 2.2 depicts the normal operation of PBFT. In the pre-prepare phase, the

leader assigns a sequence number to the request. In the prepare phase, each replica
broadcasts what the leader told them, and then wait for 2f + 1 votes. Now assume
node i has votes from a quorum 2f + 1 nodes and node j has votes from another
quorum of 2f + 1 nodes. In a 3f + 1 network, they intersect by f + 1 nodes and
there must be one honest and correct node in this intersection who comply with the
protocol. This quorum intersection ensures node i and j has agreed on the sequence
number before entering the last phase, and we can easily prove that by contradiction.
The last commit phase is like Paxos, ensuring the decision is passed on to the new
leader if view-change happens.
The layering in SMR. When optimizing a state machine replication system, it is
crucial to consider all the layers — they are independent and the ability to scale is
bottlenecked by the minimum of all layer. Below we define the layering in SMR.

• Infrastructure layer: It decides how the hardware resources of each partic-
ipating replica are organized, for example, a traditional organization in the
form of individual servers, a disaggregated organization in the form of distinct
resource pools, or a hybrid one.

• Data layer: It ships the commands to all the replicas, usually in the form of
a gossip protocol. For example, if a block contains 1MB of commands, then
SMR needs all these bits to arrive to all the validating replicas.

• Consensus layer: Once the commands arrive, replicas engage in a consensus
protocol. It handles the sequencing, i.e., assigning a sequence to each transac-
tion and ensuring such sequence is correctly replicated on all replicas in the
presence of malicious failures.

6



• Transaction management layer: After the commands have arrived and con-
sensus is reached on the total ordering of the commands, the replicas need to
finally execute the commands. At the transaction management layer, replicas
take the old state and applies the ordered commands to compute the new state
(and compute the output).

This dissertation follows a top-down layered approach to solve the adaptivity
challenges in the SMR systems stack. Specifically, Chapter 3 solves the challenge at
the transaction management layer, Chapter 4 at the consensus layer, and Chapter 5
at the infrastructure layer.
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CHAPTER 3

ADAPTING TRANSACTION MANAGEMENT

PARADIGM

3.1 Introduction

AdaChain is a reinforcement learning-based blockchain framework that chooses the
best transactional architecture and sets appropriate parameters in order to maximize
effective throughput for dynamic transaction workloads. Experimentally, we show
that AdaChain is not only able to select optimal or near-optimal configurations for a
wide variety of workloads, but its reinforcement learning approach also allows it to
quickly adapt to new hardware, new storage subsystems, and new unanticipated
workload changes on the fly.
In order to build an adaptive blockchain, AdaChain relies on two key innovations.

First, it models the selection of a blockchain architecture as a contextual multi-armed
bandit problem, a well-studied reinforcement learning problem with asymptotically
optimal results [92]. This formulation allows AdaChain to apply classical algorithms,
such as Thompson sampling [41], to select blockchain architectures in a way that
minimizes regret (the difference between the performance of the chosen architecture
and the optimal architecture). AdaChain will strategically test different architec-
tures to learn which ones are well-suited to the user’s workload. It learns which
architectures work best by observing the characteristics of the workload and the
effective throughput of the system. When the workload changes, AdaChain notices
drops in throughput, and can automatically adjust the blockchain architecture and
parameters to maximize performance, all without any user intervention.

8



Second, AdaChain introduces protocols to switch from one blockchain architec-
ture to another in a live system, while maintaining strong serializability properties.
This switching protocol is not only required for AdaChain to function (multi-armed
bandits generally require making multiple decisions before the optimal is reached),
but also enables a new class of blockchains that can more-or-less seamlessly transition
between different architectures to support the shifting workloads in the real-world.
Intuitively, the switching protocol works by splitting switching decisions between
two paths. In the normal path, all nodes agree to switch to the same new architecture
after a certain number of blocks have been committed, while in the slow path, all
nodes switch to the same architecture after failing to make progress on processing
transactions for a certain amount of time.
To summarize, the key technical contributions are as follows:

• Learned adaptive blockchain. To the best of our knowledge, AdaChain is
the first blockchain system to support automatically adapting to an underlying,

dynamic workload. Through careful modeling of the states, actions, and ob-
jective function, AdaChain’s use of reinforcement learning makes it the first
blockchain system to learn from its mistakes and self-correct.

• Multi-architecture switching. Additionally, we also present the first blockchain
system capable of switching from one architecture to another at runtime while
respecting correctness and security concerns.

• Analysis of architectural impact on blockchain performance. Through a
suite of workload parameters, we perform a large-scale measurement examin-
ing the relationship between architecture choice and blockchain performance.
Our experiments highlight the large state space, which renders manual heuris-
tics difficult to achieve.

• Prototype and performance evaluation. We have developed a prototype of
AdaChain. Our evaluation results on CloubLab demonstrate that AdaChain
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Figure 3.1: Performance of different blockchain architectures under various work-
loads. The performance of different architectures can vary significantly between
workloads. Workloads and architectures are described in Table 3.1 and 3.2.

can converge quickly to optimal architectures under changing workloads,
significantly outperform existing fixed architectures, and incur low additional
overhead.

3.2 Landscape of Transactional Architectures

To motivate AdaChain, we first examine, both intuitively and experimentally, why
different blockchain transactional architectures perform diversely across different
workloads. In Section 3.2.1, we highlight a number of blockchain architectures,
and illustrate their advantages and disadvantages. The point here is not that some
blockchain architectures are always “better” or “worse” than others, but rather that
each blockchain architecture performs well under some conditions and poorly under
others. In Section 3.2.2, we argue that a blockchain that can adaptively switch
between multiple architectures is able to achieve “best of all worlds” performance.
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Dimension OX OXII XOV XOV++ XOV# XOV
Tendermint ParBlockchain Fabric Fabric++ Fabric# StreamChain
[100] [17] [20] [121] [119] [87]

P1. Block Size tunable tunable tunable tunable tunable 1
P2. Early Exec. % % ! ! ! !

P3. Dependency
Graph

% ! % ! ! %

P4. Early Abort % % % X, O O %

P5. Cross-Block
Conflicts

- - V V O V

P6. Parallel Exec. % partial fully fully fully fully
C1. MVCC % % ! ! % !

C2. Isolation strong strong strong strong serializable strong
serializable serializable serializable serializable serializable

Table 3.1: Comparing design principles of existing permissioned blockchain archi-
tectures. Here, P stands for performance, C stands for correctness, X stands for
execution, O stands for ordering, and V stands for validation.

Workload Write Ratio Contention Level Load Compute Intensity
A low high high high
B moderate high moderate low
C moderate low high very high
D high very high moderate very low

Table 3.2: Characterizing workloads A, B, C and D. Specific workload parameters
are presented in Table 3.3.

3.2.1 Blockchain Architectures and Workloads

Table 3.1 lists representative blockchain systems and their architectures, where the
design space consists of six performance optimizations (P1-P6) and two correctness
dimensions (C1-C2). Figure 3.1 shows their performance under four different
workloads. Here, we use effective throughput as the performance metric, i.e., the
number of successfully committed transactions per second.
The workloads A to D are characterized in Table 3.2. BaaS workloads embody a

large extent of variations. For instance, different transactions might invoke different
percentages of write operations to the underlying key-value store, as represented
by the write ratio. These transactions might also contend to access or update the
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same set of popular keys (or hot keys), as indicated by the contention level. In
addition, the runtime load on a BaaS can be determined by the frequency of issued
transactions by each client and the number of active clients varying with time. Last,
compute intensity is an important characterization of BaaS workloads, as pointed
out by [135, 119, 76]. This is because permissioned blockchains support a wide
range of applications, some of which are compute-intensive (e.g., those that provide
security and correctness guarantees for machine learning applications).
Below, we briefly describe the design principles of each architecture and explain

the intuition behind why the performance of each architecture can vary under
different workloads.

Order-Execute (OX). The order-execute architecture has been widely used in permis-
sioned blockchain systems such as Tendermint [100], Quorum [42], Chain Core [2],
Multichain [77], Hyperledger Iroha [6], and Corda [3]. In the OX architecture,
transactions are totally ordered and batched into blocks and then transactions of a
block are executed sequentially. As a result, the OX architecture does not require
a Multi-version Concurrency Control (MVCC) validation phase, which is used to
resolve conflicts between transactions, and hence, no transactions will be aborted
due to conflicts. As shown in Figure 3.1, this design principle makes OX outstanding
at workload D, where transactions are write-heavy and contentious, i.e., transactions
update a small set of hot keys. On the other hand, OX performs comparatively poorly
on workloads A and C, which are compute-intensive. Due to the lack of parallel
execution mechanisms, OX cannot take advantage of the multi-core processing power
of modern servers.

Order-Parallel Execute (OXII). In the OXII architecture, used by ParBlockchain [17],
transactions are first totally ordered and batched into blocks. OXII then constructs a
dependency graph for transactions within a block based on their positions. Specifi-
cally, if ti is ordered before tj, and the pair of transactions are conflicting, OXII adds
an edge from ti to tj. This dependency graph is then used to execute transactions in
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parallel, i.e., a transaction can be executed once all its predecessors have finished
execution. Given a higher level of execution parallelism than OX, OXII performs
better than OX under computation-heavy workloads such as A and C. Note that even
for a given workload, OXII requires careful tuning of block size; a large block results
in high overhead in dependency graph construction, while a small block results in
less parallelism and higher communication overhead.

Execute-Order-Validate (XOV). Hyperledger Fabric [20] presents the XOV architec-
ture (which was first introduced by Eve [90] in the context of Byzantine fault-tolerant
SMR) by switching the order of the ordering and execution phases such that transac-
tions are simulated fully in parallel before being ordered in the ordering phase. Since
it utilizes early execution, XOV requires an MVCC validation phase to invalidate all
transactions that are simulated on stale data, and commits only the validated trans-
actions to the world-state and the blockchain ledger. This early execution enables
XOV to perform well on contention-free workloads such as C. On the other hand,
XOV demonstrates poor performance under contentious and write-heavy workloads,
such as B and D, due to the high percentage of invalidated transactions. Similarly, as
network delay increases, XOV suffers from inconsistent world states among peers as
well as stale reads, and thus significantly degraded performance [39].

XOV with early abort and reordering (XOV++). The XOV++ architecture, as
introduced in Fabric++ [121], follows the XOV paradigm but with some modifi-
cations. First, a dependency graph is constructed in the ordering phase to capture
RW conflicts between each pair of transactions within the same block. When the
graph is constructed, all elementary cycles in the graph are aborted greedily. Unlike
OXII, which utilizes the graph for concurrency control, XOV++ uses the graph for
transaction reordering; when there is a RW conflict between ti and tj, it (re)orders ti
before tj in the block. Second, it adopts early abort techniques in both the simulation
and ordering phases. Whenever XOV++ detects that a transaction operates on stale
data, XOV++ immediately aborts that transaction without waiting for the final
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MVCC validation. As an effect of transaction reordering, XOV++ has outstanding
performance on workload A, where the conflicts are reconcilable given a low write
ratio. On the other hand, XOV++ performs poorly on workload D with a near-zero
effective throughput. This is because, under a contentious and update-heavy work-
load, very few conflicts can be reconciled through reordering. Moreover, reordering
becomes more expensive when there are a large number of cycles in the dependency
graph, resulting in more pending blocks and, thus, more transactions that simulate
on stale data.

XOV with serializable isolation (XOV#). The XOV# architecture, presented in
Fabric# [119], is mainly different from XOV and XOV++ in that XOV# is serializable,
while XOV and XOV++ are strong serializable. To achieve this isolation level, XOV#
incrementally constructs a dependency graph that keeps track of all dependencies,
including those that span across blocks in the ordering phase. Once a transaction is
ordered, XOV# immediately drops this transaction if there is a dependency cycle
involved. The resulting acyclic schedule is guaranteed to be serializable, thus, no
extra MVCC validation is needed in XOV#. To ensure a fair comparison with other
architectures, we run XOV# under the strong serializability isolation level while
keeping the remaining design dimensions the same as the original XOV# (the
XOV+reorder+block_pipelining bar). XOV# performs worse than vanilla XOV in
all workloads A to D due to the overhead of maintaining a large dependency graph
and detecting cycles. This suggests that the performance improvement reported in
Fabric# is mainly due to a more relaxed isolation level.

Stream XOV. StreamChain [87] switches from block processing to stream transaction
processing. Specifically, StreamChain follows the XOV paradigm while fixing the
block size to 1. The motivation behind stream processing is simple: while the original,
permissionless blockchains were forced to used proof of work (PoW) consensus
techniques to maintain fault tolerance, a permissioned blockchain environment
allows more efficient consensus protocols to be used. Thus, stream processing
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can reduce transaction latency. In terms of effective throughput, StreamChain has
relatively good performance when the workload is lightweight or not contentious,
such as in workloads B and C. Otherwise, the high block construction overhead in
terms of cryptographic operations and excessive disk I/Os leads to a large number of
pending blocks in StreamChain, making incoming transactions simulate on stale data.
As expected, StreamChain is more sensitive to the type of storage hardware used
than OX: the system have poor performance without RAM disk [39]. StreamChain
also highlights that the parameters of a given architecture can impact performance.
A large block size leads to higher block formation overhead and latency, while a
small block size results in higher communication and disk overhead.

3.2.2 The Case for Reinforcement Learning

The previous subsection demonstrates that depending on workload and hardware
characteristics, the performance of a given blockchain architecture can vary drasti-
cally. We thus argue that there is no one-size-fits-all architecture.

One may consider the design of simple heuristics to map workload characteristics
and hardware features to the optimal blockchain architecture. However, designing a
good heuristic is difficult and cumbersome in the case of permissioned blockchains.
For example, Hyperledger Fabric [20] has proposed that “when the contention level
is high, use OX; otherwise, use XOV”. Unfortunately, such a simple heuristic leads to
wrong decisions in 50% of our recorded traces, let alone in a real BaaS production
environment.
This suggests, to develop a good heuristic, an expert needs to exhaustively exper-

iment over the entire state and action space to understand the intricate interactions.
The expert also needs to carefully tune the specific threshold parameters that dis-
tinguish “very high contention” from “high contention”, or “low write ratio” from
“moderate write ratio”, etc. Given the large space of workload (i.e., write ratio, con-
tention level, load, compute intensity) and hardware (i.e., CPU, RAM, disk, network)
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features, if the expert discretizes each dimension by uniformly sampling 5 points in
it and tests each architecture for 5 seconds, it takes at least 90 days to conduct the
experiments even when the effect of block size is ignored. This is a conservative esti-
mate given that most dimensions will require more than 5 sample points in practice.
Due to the lack of blockchain simulators that capture the variations in architectures,
such experiments are hard to be conducted in parallel. Moreover, such heuristics
become outdated when new hardware or blockchain architectures are introduced
in the BaaS and hence, difficult for the expert to keep up with these changes. For
instance, when the BaaS provider introduces non-volatile RAM [129] to replace
the traditional combination of volatile RAM and disk, or when BaaS transitions to
disaggregated architecture [135] where there is extra latency for accessing memory,
new hardware features are also introduced.
Reinforcement learning (RL) is an ideal solution to this Sisyphean task, which

has shown superior performance in other learned systems [110, 109]. Unlike super-
vised learning that assumes training data is complete and requires a separate data
collection process prior to deployment, RL-based system learns from its mistakes
and optimizes long term rewards through its trials. With reinforcement learning,
AdaChain can optimize itself to whatever workloads, hardware and blockchain
architectures at hand, providing significant operational benefits.

3.3 AdaChain Overview

At a high level, AdaChain contains two key components: a machine learning model
(the learning agent) which guides AdaChain towards better and better blockchain
architectures, and an architecture switchingmechanism that allows AdaChain to near-
seamlessly transition from one blockchain architecture to another while ensuring
correctness and security.

Learning agent. AdaChain’s learning agent models the problem of selecting a
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blockchain architecture as a contextual multi-armed bandit (CMAB) problem [146]:
periodically, AdaChain examines the most recent properties of the workload (context),
and then selects one of many blockchain architectures (arms). After making the
selection, it observes the effective throughput of the newly selected architecture
(reward). To be successful, AdaChain must balance the exploration of new, untested
architectures with exploiting past experience to maximize throughput – without a
careful balance of exploration and exploitation, AdaChain risks failing to discover an
optimal configuration (too much exploitation), or performing no better than random
(too much exploration). We select this CMAB formulation (as opposed to generalized
reinforcement learning models) because CMABs are exceptionally well-studied, and
many asymptotically-optimal algorithms exist to solve them [41, 14]. Details about
the learning agent are provided in Section 3.4.

Switching architecture. AdaChain utilizes a switching protocol that allows it to
switch from one blockchain architecture to another in a distributed fashion across
all nodes in the blockchain deployment, while transactions are ongoing. AdaChain
achieves this by splitting switching decisions between two paths, a normal path in
which all nodes agree to switch to the same new architecture after a certain number
of blocks have been committed, and a slow path in which all nodes switch to the
same new architecture after failing to make progress for a certain amount of time.
Details about AdaChain’s switching protocol are in Section 3.5.

AdaChainworkflow overview. Figure 3.2 shows the overall architecture of AdaChain.
AdaChain operates in episodes, where within one episode, the blockchain architec-
ture remains unchanged. When the learning agent finds an architecture candidate,
it instructs the peer to use that architecture for the next episode. Each episode is
marked by the completion of a constant number of transactions (∆Nepisode), including
invalidated transactions. This episode design ensures AdaChain does not stuck in a
bad architecture for a long time even when the fraction of invalidated transactions
is high due to conflicts. Below, we describe how the learning agent proposes the
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Figure 3.2: Architecture of AdaChain. For readability, we only present the internals
of server1.

architecture for episode n + 1 in detailed steps. Although our discussion below
focuses on the internals of server1, the same procedure happens simultaneously on
every blockchain server.

Step 1: Notifying the learning agent. In episode n, the peer notifies its local learn-
ing agent when the number of committed blocks has reached a certain watermark.
The notification also includes the local performance measurement rn in episode n.

Step 2: Featurization. Since learning agents are distributed across different servers,
the state (i.e., some features that capture the workload) that they need in order
to make a decision should also be distributed. In AdaChain, states are not only
distributed, but also decentralized as no single entity controls the state. This is
possible with negligible overhead due to two key insights: (1) the blockchain ledger
contains rich information about the workload, and thus is a good source of raw data
for featurization; (2) the ledger is naturally decentralized and consistent across
peers. Thus, once the agent is notified by the peer, its featurizer extracts the state
sn+1 from blocks committed in episode n. Details are described in Section 3.4.2.

Step 3: Exchanging performance measurements. The locally observed perfor-
mance is different across different peers, and malicious peers could even manipulate
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its local measurement. To ensure each honest server has the same architecture for
episode n+1, the learning agent on server1 exchanges the local measurement rn with
learning agents on every other server, so as to agree on performance measurement.
Details are described in Section 3.5 and 3.6.

Step 4: Estimating the performance for each architecture. The predictive model
Mθ predicts the performance of each architecture candidate under state sn+1, and
selects architecture an+1 that is predicted to have the best performance. The learning
agent then informs the peer to switch to an+1 for episode n+ 1.

Step 5: Building experience buffer. Once an rn is obtained, the learning agent
adds the (sn, an, rn) triplet to the experience buffer. Note that sn and an are derived
prior to the start of episode n.

Step 6: Retraining. The predictive modelMθ is periodically retrained based on the
experience buffer, creating a feedback loop. As a result, AdaChain’s predictive model
improves, and AdaChain more reliably picks the best architecture for the observed
state.

Assumptions. In short, AdaChain can adapt itself according to the workload and
hardware setup to continually improve performance. Moreover, AdaChain is an on-
line learned system that does not require a separate and cumbersome data collection
process prior to deployment. Our current design makes two assumptions. First, in
AdaChain, similar to many other permissioned blockchain systems [100, 18, 42],
each node serves as both the ordering and execution (endorser) node. This, however,
is in contrast to Hyperledger Fabric and its variants that separate endorsing and
ordering roles. Second, AdaChain is designed for a homogeneous setup, where
different servers have access to similar resources. While having these two assump-
tions in place simplifies the system design, they have been used in real-world BaaS
deployments.
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3.4 Learning Algorithms

In this section, we discuss AdaChain’s learning approach in detail. We first formalize
AdaChain’s learning problem as a contextual multi-armed bandit problem, and then
discuss our selected algorithm, Thompson sampling, for solving such problems. We
next describe the predictive model used by AdaChain, followed by the specific state
and action space design.

Contextual multi-armed bandits (CMABs). In a contextual multi-armed bandit
problem, an agent periodically makes decisions in a number of episodes, enumerated
by n. In each episode, the agent selects an action an based on a provided state
sn, and then receives a reward rn. The agent’s goal is to select actions in a way
that minimizes regret, i.e., the difference between the reward from the chosen
action and the reward from the optimal action. CMABs assume that each episode is
independent1 from each other, and that the optimal decision depends only on the
state sn. As described in Section 3.3 and 3.5, in order to be responsive to workload
changes, there are no pending blocks across different episodes in AdaChain. Thus,
each episode in AdaChain can also be considered to be independent (although
caching effects may bring a small amount of dependence between episodes).

AdaChain’s formulation. AdaChain uses effective throughput as the performance
metric P to maximize, which is the number of successfully committed transactions
per second. For each episode, it must select an architecture to use. AdaChain’s goal
is to select the best architecture (in terms of effective throughput) in the family of
available architectures A, given the current perceived workload w ∈ W . We call
this selection function S : W → A. We formalize the goal as a regret minimization
problem, where the regret rn for an episode n is defined as the difference between
the effective throughput of the architecture selected by AdaChain and the ideally

1Contextual multi-armed bandit algorithms have been shown to be effective even when these
condition do not strictly hold [41].
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optimal architecture as presented in equation 3.1.

rn = max
a∈A

P (w, a)− P (w, S(w)) (3.1)

We use effective throughput as the performance metric since it is the dominant
metric used by blockchain benchmark tools [52, 5, 76] and previous literatures that
proposed fixed architectures [20, 121, 119, 17]. Extending the optimization goal to
a combination of metrics is left for future work.

Thompson sampling. While there are many algorithms to solve contextual multi-
armed bandit problems, we select Thompson sampling for its simplicity: at the
start of each episode, we train a model based on our current experience, and
then select the best action as predicted by the model. In order to train the model,
Thompson sampling deviates from traditional ML techniques: instead of selecting the
model parameters that are most likely given the data, we sample model parameters

proportionally to their likelihood given the training data. More formally, we can define
maximum likelihood estimation as finding the model parameters θ that maximize
likelihood given experienceE: argmaxθ P (θ | E) (assuming a uniform prior). Instead
of maximizing likelihood, Thompson sampling simply samples from the distribution
P (θ | E). This means that if we have a lot of data suggesting that our model weights
should be in a certain part of the parameter space, our sampled parameters are
likely to be in the part of the space. Conversely, if we have only a small amount of
data suggesting that our model weights should be in a certain part of the parameter
space, we may or may not sample parameters in that part of the space during any
given episode.

3.4.1 Predictive Model

AdaChain uses random forests [31] as the predictive model due to their good
performance on data sets of moderate sizes and fast inference. The model takes the
state (i.e., workload) concatenated with action (i.e., architecture choice) as input,
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and outputs the predicted performance.2 Thus, given a state, AdaChain enumerates
the action space and uses the model to predict the performance of each action.
AdaChain then chooses the action with the best-predicted performance to be carried
out. Once there is a tie on the best-predicted performance, AdaChain breaks the tie
randomly to avoid local maxima.
Integrating random forests with Thompson sampling requires the ability to

sample model parameters from P (θ | E). The simplest technique (which has been
shown to work well in practice [113]) is to train the model as usual, but only on
a bootstrap [30] of the training data. In other words, the random forest is trained
using |E| random samples drawn with replacement from experience E, inducing
the desired sampling properties. AdaChain uses this bootstrapping technique for its
simplicity.

3.4.2 State Space

In AdaChain, the state represents properties of the client workload. AdaChain
captures the state space using the four features below. To ensure the accuracy of
feature extraction, all aborted or invalidated transactions are still written to the
ledger with a validity flag (similar to [86]). Below, we assume a window of blocks bi
to bj in the ledger are read by the learning agent for featurizing the current state.
Write ratio.We observe that counting the write ratio in terms of write accesses to
the key-value store is not effective for predicting performance. Thus, AdaChain
measures the write ratio at the transaction level: once a transaction writes to the
key-value store, it is viewed as a write transaction. The write ratio is the ratio of
write transactions to the number of all transactions during bi and bj.
Hot key ratio. AdaChain measures the frequency that each key is accessed during bi

2This corresponds to a value based model. A policy model, in which the predictive model predicts
simultaneously the probability of each action being optimal, might be an interesting direction for
future work.
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and bj. It then takes the frequency corresponding to the hottest key to be the hot
key ratio.
Transaction arrival rate. AdaChain timestamps each transaction upon its first arrival
to the system. AdaChain first measures the number of all transactions from bi to bj,
denoted as N , and then derives the transaction arrival rate using N

tsj−tsi
, where tsi

represents the arrival timestamp of the first transaction in bi and tsj represents that
of the last transaction in bj.
Execution delay. AdaChain uses average execution delay of all transactions in the
period of bi to bj.

3.4.3 Action Space

In AdaChain, the action space consists of different blockchain architectures. One
naïve approach to represent the action space is to give each architecture a one-hot
encoding. However, from the random forest’s perspective, this approach makes two
semantically close architectures totally unrelated, resulting in ineffective splits, and
thus poor prediction accuracy. For example, assume XOV is represented by vector
(1, 0, ..., 0) in the one-hot encoding. Random forest might split on the first dimension
in the vector, i.e., XOV is its left child, while everything non-XOV is its right child. Each
child’s performance will be predicted using the average performance of that child.
Clearly, XOV++ and StreamChain might have a relatively close performance to XOV,
but they will always fall into a wrong child node and their predicted performances
are wrongly averaged.
Thus, AdaChain chooses to first featurize the blockchain architectures to main-

tain the semantic information of their design. Feature engineering an optimal
representation of blockchain architectures is a difficult and inexact task. Instead
of attempting to design an all-encompassing representation that captures every
dimension of blockchain architectures, we instead selected a simple representation
based on our intuition of the most important properties. We leave investigating
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alternative representations to future work.
AdaChain therefore captures the action space using three main features: block

size, early (speculative) execution, and dependency graph construction. Block size
is a scalar variable, representing the number of transactions within a block. The
block size in AdaChain is also equal to the batch size in the consensus protocol. To
limit the growth of action space, the block size can not exceed 1, 000, which is larger
than typical block sizes used in blockchain systems, and we further discretize the
block size using paces. Early execution and dependency graph construction are both
binary variables. Thus, AdaChain’s action space consists of 100 choices in total.
We do not consider parallel execution as a feature because it can be derived from

the two previous features (i.e., early execution and dependency graph construc-
tion): (1) early execution of transactions happens fully in parallel; (2) the goal of
constructing a dependency graph is to execute independent transactions in parallel.

3.5 Switching Architectures

This section discusses the architecture switching mechanism of AdaChain. We first
introduce the normal path of operations, followed by our timeout-based mechanism
in the slow path.

3.5.1 Normal Path

Algorithm 1 presents the normal path of operations. Each server in AdaChain runs
Algorithm 1 in a distributed fashion in order to carry out architecture switching.
Here, S is the set of blockchain servers, i stands for the index of the server, n stands
for the current episode, and∆Nepisode and∆Nlearn are two constant hyperparameters.
At a high level, the normal path introduces two watermarks: a low watermark (W n

L )
that triggers the learning phase, and a high watermark (W n

H) that marks the end of
an episode.
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Algorithm 1 Normal path
▷ On each server i

1: Upon index of local last committed block blast reachingWn
L

2: Record performance pni
3: Extract features fn+1

i = (wn+1
i , cn+1

i , rn+1
i , en+1

i ) from blockWn−1
H toWn

L

4: Multicast ⟨CHECKPOINT, n, i, en+1
i , pni ⟩σi to all servers

▷ On the leader sever l
5: Upon receiving valid CHECKPOINT messages from a quorum Q of 2f + 1 servers
6: Compute en+1 ← median{en+1

j |j ∈ Q}

7: Compute pn ← median{pnj |j ∈ Q}

8: Multicast ⟨⟨PROPOSE, en+1, pn⟩σl
, C⟩ to all servers

▷ On each server i
9: Upon receiving a PROPOSE message from the leader
10: if en+1 and pn are valid (based on C) then
11: Multicast ⟨ACCEPT, n, i, en+1, pn⟩σi

to all servers
12: Upon receiving valid matching ACCEPT messages from 2f + 1 different servers
13: Multicast ⟨COMMIT, n, i, en+1, pn⟩σi to all servers
14: Upon receiving valid matching COMMIT messages from 2f + 1 different servers
15: Add pn to experience and derive action an+1 based on fn+1

16: if Tn transactions have been committed then
17: Abort any new incoming transaction t in the ordering phase
18: Upon blast reachingWn

H

19: Pause block formation thread until action an+1 is derived
20: Wn+1

L ←Wn
H + ⌊∆Nlearn/|bn+1|⌋

21: Wn+1
H ←Wn

H + ⌊∆Nepisode/|bn+1|⌋

22: Tn+1 ← Tn + ⌊∆Nepisode/|bn+1|⌋ × |bn+1|

23: n← n+ 1

24: Carry out action an+1

25: Reset timer τ

The untrustworthiness of participants in a blockchain system prevents us from
relying on a centralized entity to featurize the state and measure the reward. Thus,
inspired by the PBFT protocol [36], AdaChain conducts them in a decentralized
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fashion. Upon reaching the low watermark W n
L , each server i ∈ S records its locally

observed throughput pni of episode n and featurizes the state for the next episode n+1

from its local blockchain ledger (lines 1-3). Although most dimensions of the state
are naturally consistent across different servers, there can be slight variations on the
execution delay, en+1

i , and measured throughput. Thus, each server i multicasts a
checkpoint message consisting of en+1

i and pni to all other servers (line 4). AdaChain
relies on the leader server to (1) collect a quorum Q of 2f + 1 checkpoint messages,
(2) calculate the median of observed throughput values to be the global reward pn,
and (3) calculate the median of the execution delay values en+1 to be part of the
global state (lines 5-7). Once both values are computed, the leader multicasts a
propose message, including the values and the set C of 2f + 1 received checkpoint

messages to all servers (line 8). Upon receiving the propose message, each server
validates the message according to the set C and multicasts an accept message to
all other servers (lines 9-11). Each server then waits for 2f + 1 matching accept

messages before sending a commit message (lines 12-13). The accept and commit

phases, similar to prepare and commit phases of PBFT, ensure that values are correct
and replicated on a sufficient number of nodes. Finally, when a server receives
2f + 1 commit messages, the predictive model will derive action an+1 as described in
Section 3.4 (lines 14-15). Note that since accept and commit messages are broadcast
to all servers, even if a server has not received the propose message from the leader
(due to the asynchronous nature of the network or the maliciousness of the leader),
the server still has access to the values.
In order to be responsive to workload changes, each episode is marked by the

completion of ⌊∆Nepisode/|bn|⌋ blocks, where ∆Nepisode is a constant hyperparameter
of the system (10, 000 transactions in the current deployment) and |bn| denotes the
block size in episode n. As a result, each episode processes ⌊∆Nepisode/|bn|⌋ × |bn|

transactions, including transactions invalidated in MVCC validation due to conflicts.
Specifically, when the number of committed transactions in consensus reached T n,
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AdaChain early aborts transactions in the ordering phase (i.e., no more transactions
will be committed by the consensus protocol) until AdaChain transitions into the
next episode (lines 16-17). In AdaChain, the block formation thread waits for
transactions to be committed, cuts the block, possibly performs dependency graph
construction, reordering, or execution according to the current architecture, and
lastly, commits the block. Once the number of committed blocks reaches the high
watermark, the block formation thread will be paused until action an+1 is derived
(lines 18-19). This ensures exactly ⌊∆Nepisode/|bn|⌋ blocks are committed in episode
n on different servers. Note that the learning phase (including feature extraction,
exchanging measurements, training, and inference) is triggered by low watermark
W n

L , and AdaChain keeps processing transactions using architecture an between
W n

L and W n
H . Thus, as shown in Section 3.7.5, architecture an+1 is derived before

reaching W n
H in most cases, ensuring high throughput of the system.

3.5.2 Slow Path

Before AdaChain converges to the optimal architecture, the learning agent might
occasionally choose “bad” architectures. The bad architectures might result in a
high fraction of transactions being invalidated, or a slow growth of committed blocks
(e.g., choosing OX when the workload is highly compute-intensive, or choosing
XOV+reorder when the contention is extremely high). In terms of wall-clock time,
AdaChain should not be stuck in either scenario. While the normal path is capable of
handling the first scenario, we further introduce a slow path to handle the scenario
where the growth of committed blocks is slow.
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Algorithm 2 Slow path
▷ On each server i

1: if timer τ timeouts and blast has not reachedWn
L then

2: pause block formation thread after committing the current block
3: Record performance pni
4: Multicast ⟨S-CHECKPOINT, n, i, bnlast,i⟩σi

to all servers
▷ On each server j where τ has not been expired

5: Upon receiving f + 1 valid S-CHECKPOINT messages from different servers
6: pause block formation thread after committing the current block
7: Record performance pnj
8: Multicast ⟨S-CHECKPOINT, n, j, bnlast,j⟩σj

to all servers
▷ On the leader sever l

9: Upon receiving valid S-CHECKPOINT messages from a quorum Q of 2f + 1 servers
10: ComputeWn

H ← max{bnlast,j |j ∈ Q}

11: Multicast ⟨⟨S-PROPOSE,Wn
H⟩σl

, C′⟩ to all servers
▷ On each server i

12: Upon receiving a S-PROPOSE message from the leader
13: if Wn

H is valid (based on C′) then
14: Multicast ⟨S-ACCEPT, n, i,Wn

H⟩σi
to all servers

15: Upon receiving valid matching S-ACCEPT from 2f + 1 different servers
16: Multicast ⟨S-COMMIT, n, i,Wn

H⟩σi to all servers
17: Upon receiving valid matching S-COMMIT from 2f + 1 different servers
18: Resume block formation thread
19: Extract features fn+1

i = (wn+1
i , cn+1

i , rn+1
i , en+1

i ) from blockWn−1
H to blast

20: Multicast ⟨CHECKPOINT, n, i, fn+1
i , pni ⟩σi to all servers

▷ On the leader sever l
21: for every transaction t in the ordering phase do
22: t.episode← n

▷ On each server i
23: for every transaction t committed by consensus do
24: if t.episode ̸= n then

25: abort t

Algorithm 2 presents the slow path operations. When server i timeouts and

28



the index of the last committed block, blast, has not reached the low watermark,
server i pauses the block formation after committing the current block, records
the performance pni in the current episode, and multicasts a s-checkpoint message
including the blast (lines 1-4). If a server j receives s-checkpoint messages from at
least f + 1 servers, even if its timer has not expired, it pauses the block formation,
records its performance, and multicasts a s-checkpoint message (lines 5-8).
When the leader receives s-checkpoint messages from a quorum of 2f + 1 servers,

it finds the maximum index of the last committed block across all servers, W n
H , and

multicasts a s-propose message including W n
H and the received 2f + 1 s-checkpoint

messages to all servers (lines 9-11). All servers validate the received s-propose

message before two rounds of s-accept and s-commit communication, as shown in
lines 12-16 (similar to the normal path). Each server then uses W n

H as its high
watermark and then resumes the block formation thread (lines 17-18). This ensures
that in a slow path, the same number of blocks are committed in episode n across
different servers. These operations might be expensive on the normal path, but are
negligible on the slow path, compared to the timeout (15s in our case) and the poor
performance before timeouts. The worst case happens when a fast server has not
sent a s-checkpoint message, or its message has not been considered in the leader’s
calculation ofW n

H . In this case, if the index of its last committed block is higher than
W n

H , the server needs to rollback those exceeding blocks. Similar to the normal path,
each server also needs to exchange state and performance measurements to derive
action an+1 for the next episode (lines 19-20).
Upon receiving transaction t for ordering at the leader l, the leader tags t with

the current episode n as part of the sequence number (lines 21-22). When a server
receives transactions committed by consensus protocol, it aborts transactions whose
tagged episode is not equal to the current episode (lines 23-25). This ensures episode
independence, i.e., there are no pending blocks across episodes in AdaChain. As a
result, a bad architecture that triggers the slow path will not affect the performance
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of future episodes with promising architectures.
The normal path and slow path of AdaChain ensure two properties. First, trans-

actions are strong serializable, and second, the world state is eventually consistent
across different servers.

3.6 Security Analysis

Compared to fixed-architecture blockchains, our use of machine learning and run-
time architecture switching add new security risks. In this section, we briefly present
the new threats and discuss how AdaChain addresses them.

Adversarial ML. As studied in the ML community, machine learning can be adver-
sarial [71, 99, 105, 134]. In the context of AdaChain, using reinforcement learning
does not affect the correctness of the system, which depends only on the consensus
protocol (predefined in our system), the current architecture, and our switching
protocol. That being said, AdaChain’s correctness guarantee is always as strong as
the weakest architecture in its action space, regardless of the specific reinforcement
learning algorithm.
However, reinforcement learning introduces a new performance attack vector:

manipulating feature data to cause the learning agent to pick a bad architecture. To
carry out this attack, a malicious node might propose adversarial feature values into
the quorum Q in Algorithm 1. There are at least two ways such adversarial features
could negatively impact performance: (1) decision attacks that target the inference
phase, where an adversary reports false observations of its own features in order
to push the global feature in one direction or another; and (2) poisoning attacks
that target the training phase [43], where an adversary reports carefully selected
feature values and labels to cause the next trained model to be inaccurate. AdaChain
mitigates such attacks by selecting the median value of all reported features. For a
feature with low variance, adversaries would only be able to move the median value
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by a small amount even if they can report strong outliers (e.g., infinity or zero).
However, for a feature with high variance, adversaries could potentially create a
non-trivial change in the median value, impacting future inference and training.
Since AdaChain is designed to operate in a homogeneous environment, most existing
features and labels have low variance.
Thus, while adversarial ML attacks cannot impact correctness, there are open

questions about potential performance attacks caused by learning. Studying the full
impact of adversarial learning on a system like AdaChain is an interesting avenue
for future work.

Choosing different architectures. If peers choose different architectures within the
same episode, the world state across peers can diverge and lead to correctness issues.
AdaChain guarantees that every honest node agrees on the same new architecture
in the same episode. We provide an analysis as follows.
Each node’s learning agent starts with the same random seed when it is launched.

Thus, since both the state and reward of a certain episode are the same across all
honest nodes (as mentioned in Section 3.5), with the predictive model’s deterministic
training and inference, each honest agent chooses the same blockchain architecture
in the same episode. Moreover, although dishonest nodes are tempted to make
decisions that are different from honest nodes, they cannot affect the agreement on
architecture among honest nodes. Without loss of generality, we assume f = 1 and
there are 3f +1 peers in the system, where P1, P2, P3 are honest and P4 is malicious;
we further assume the honest peers choose the XOV architecture.
Case 1: P4 is the leader in the consensus protocol. There are four possible scenarios,
none of which poses a correctness issue: (1) if P4 chooses OX in the same episode, it
will send out transaction proposals instead of endorsements in the ordering phase, so
honest peers will detect this mismatch and initiate a view-change; (2) if P4 chooses
XOV but with a batch size b4 that is different from what honest learning agents have
chosen, it does not affect the agreement; (3) if P4 chooses XOV with different batch
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sizes and uses different batch sizes for different peers (e.g., b4,1 for P1, b4,2 for P2,
etc.), the honest peers will detect and reject these batches during consensus on
batches and initiate a view-change; and (4) finally, if P4 chooses XOV but with an
opposite reordering choice, since reordering happens locally on each peer according
to its local model, the malicious peer cannot corrupt honest peers.
Case 2: P4 is not the leader in the consensus protocol. The honest leader detects type
mismatch for messages originating from P4 and discards them, while other honest
peers work as normal.

Delay in architecture switching. An adversary might deliberately delay its own
communication (sending messages) during architecture switching. In this scenario,
if the adversary is a backup node in the switching protocol, it does not hurt the
system’s throughput assuming the number of faulty backups is less than f . On the
other hand, if the adversary is the leader, it could carry out a performance attack by
delaying the transition into the new architecture, where the delay is carefully chosen
to avoid triggering the timeout. Fortunately, there are known orthogonal techniques
to mitigate these attacks. For example, instead of using a pessimistic switching
protocol inspired by PBFT, AdaChain can adopt a robust switching protocol, e.g.,
following Prime [16] which is a BFT consensus protocol robust to such timeout
attacks.

Other vanilla threats. Other common Byzantine failures might also occur during
the normal path and slow path operations. For instance, a malicious leader could
send different proposemessages to different backups, or forge a deviated global state
and reward. In the meantime, a malicious backup node could double vote. AdaChain
handles these threats using a PBFT-style switching protocol, which guarantees that
the committed state and reward of a certain episode is the same across all honest
nodes. We refer readers to the original paper [36] for more details.
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3.7 Evaluation

Our evaluation aims to answer the following questions:

1. Can AdaChain converge to the optimal architecture under a static workload
without prior knowledge? (Section 3.7.2)

2. How well does AdaChain perform compared to existing fixed blockchain archi-
tectures when the workload changes? (Section 3.7.3)

3. How does the hardware setup (e.g., the type of CPU, network latency and
bandwidth, etc.) affect the performance of AdaChain and existing blockchain
architectures? (Section 3.7.4)

4. What overhead does AdaChain introduce? (Section 3.7.5)

3.7.1 Experimental Setup

We have implemented a prototype of AdaChain in C++ and Python. The blockchain
peers which process transactions and carry out architecture switching are imple-
mented in C++. We use gRPC for communications between peers and LevelDB [7]
for storing the world states. The learning agents are implemented separately in
Python due to its mature machine learning libraries. Each peer communicates with
its local learning agent through gRPC.
Testbed. Our testbed consists of 4 c6220 bare-metal machines on CloudLab [57],
each with two Xeon E5-2650v2 processors (8 cores each, 2.6Ghz), 64GB RAM(8
x 8GB DDR-3 RDIMMs, 1.86Ghz) and two 1TB SATA 3.5” 7.2K rpm hard drives.
These machines are connected by two networks, each with one interface: (1) a 1
Gbps Ethernet control network; (2) a 10 Gbps Ethernet commodity fabric. Unless
otherwise specified, we use the second network for all communication. We set the
size of the execution thread pool equal to the number of cores on each peer.
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Workload Pw Phot Nhot Ntrans Tfire Tcompute

A 0.2 0.95 5 300 50ms 5ms
B 0.5 0.99 10 100 50ms 1ms
C 0.5 0.1 10 300 50ms 10ms
D 0.9 0.95 1 100 50ms 0ms
E 0.5 0.99 10 100 50ms 5ms

Table 3.3: Specific workload parameters.

System configuration. We run a single blockchain channel consisting of 3 peers on
3 different servers. As mentioned in Section 3.3, each peer in AdaChain serves as an
executor as well as an orderer. The choice of consensus protocol is configurable inside
AdaChain, and we use Raft [112] for consistency with Hyperledger Fabric and its
variants. We run the client on a separate server with 3 threads, each firing transaction
proposals to one specific peer. The reported throughput only considers effective
transactions, i.e., excluding early aborted and invalidated transactions. Throughout
this paper, we parameterize the architecture switching protocol as follows: normal
path timeout is set to 15s, the low watermark is set to 7500 transactions, and the
high watermark to set to 10000 transactions.
Workloads. To capture the diversity in real-world blockchain transactions, we im-
plement a benchmark driver above SmallBank [52] to derive customized workloads
with tunable parameters. The benchmark driver preloads the blockchain with 10k
users, each with two accounts. We set Nhot of them as hot accounts. When firing
transactions, the client randomly picks one of the five modifying transactions with
probability Pw and the read-only transactions with probability 1− Pw. Each transac-
tion has a certain probability to access the hot accounts, as controlled by the Phot

parameter. The client continuously fires Ntrans transactions every Tfire milliseconds.
To simulate computation-heavy transactions, each transaction has a Tcompute interval
after it fetches the required world states from the key-value store and before its
subsequent operations.
We use workloads A-E throughout this paper, where workloads A-D are the same
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as in Figure 3.1. The specific parameters of workloads A-E are listed in Table 3.3.
Unlike workloads A-D, the additional workload E is introduced later in the section
that explores adaptivity to different hardware settings. Although workload E has
only slight deviation from workload B, it renders blockchain architectures extremely
sensitive to hardware setup (details in Section 3.7.4). Note that we have written our
own benchmark driver because no existing benchmark captures all these variations
in workloads.

3.7.2 Convergence under Static Workloads

Our first set of experiments aims to demonstrate that AdaChain can rapidly converge

to the optimal architecture under a static workload with no prior experiences required.
We run AdaChain for 100 episodes on four representative workloads (i.e., A-D). To
compare AdaChain against the a priori optimal architecture, we also perform a grid
search in the action space to find the optimal architecture for each workload. For our
four workloads, we compare AdaChain with the four optimal static architectures.
Figure 3.3 plots the performance of AdaChain and four baselines for each work-

load, where the baseline curves are smoothed for better readability. The curve for
AdaChain is not smoothed. Each workload has a different optimal architecture. For
instance, XOV+reorder is optimal for workload A, suboptimal for workloads B and
C, but the worst for workload D. Unlike a fixed architecture that cannot adjust itself
even under a static workload, AdaChain always converges to the optimal architecture
for each workload quickly within 40 episodes, no matter how bad the first episode
(initial architecture) is. Due to Thompson sampling, AdaChain still performs some
exploration in the architecture space even after convergence, as identified by the
drops in the performance plot. Although these explorations do not seem useful
under static workloads, they are crucial for finding optimal architectures under a
changing workload which is more realistic in today’s BaaS environment.
Comparing to exhaustive grid search (not shown in Figure 3.3) that takes na (the
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(a) Workload A (b) Workload B

(c) Workload C (d) Workload D

Figure 3.3: Convergence of AdaChain to the optimal architecture under static
workloads. Each plot shows the performance of AdaChain (w/ and w/o hint),
XOV+reorder, XOV, OXII, and OX. While different blockchain architectures are
optimal for each workload, AdaChain always reaches near-optimal performance.
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Workload
Effective Throughput AdaChain’s Conv. Time

XOV+reorder XOV OXII OX AdaChain w/ hint w/o hint
A 1532 1415 968 194 1425 0.65 2.48
B 897 866 1545 861 1426 0.42 0.62
C 3228 3235 940 98 3153 0.45 0.48
D 1 272 1494 1498 1447 0.43 0.43

Average 1414 1447 1237 663 1862 0.49 1.00
Worst 1 272 940 98 1425 0.65 2.48

Table 3.4: Effective throughput (tps) for each architecture in the last 20 episodes of
each workload and the convergence time (minutes) of AdaChain.

size of action space, i.e., 100 in our case) to converge and performs pure random
exploration at all times, AdaChain converges much faster and strikes a better balance
between exploiting known good actions and exploring unknown actions. Table 3.4
shows AdaChain’s typical convergence time. In our definition, convergence is reached
when staying within 95% of the optimal performance for 5 consecutive episodes.

Average performance. AdaChain obviously does not outperform the optimal action
in any workload (it is the optimal action, after all). However, we show that AdaChain
does offer good average and worst-case performance after convergence. Table 3.4
shows the throughput for each blockchain on each workload in the last 20 episodes
of execution. Even with a few performance drops due to exploration, AdaChain
achieves both the best average throughput and the best worst-case throughput across
all four workloads.

Providing hints. An experienced administrator can build his knowledge into the
learning framework by specifying certain rules in order to prevent some sub-optimal
decisions. An example hint is “if the compute intensity is higher than 2000 us,
enable early execution; otherwise, disable early execution". If accurate, hints of
this nature reduce the search space, thus providing faster convergence and avoid
certain explorations. Figure 3.3 summarizes our findings using the example hint
(see “AdaChain+hint” lines). For workload A, the hint accelerates the convergence
time of AdaChain by 3.8×. However, it is not sufficient to avoid all explorations in
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Figure 3.4: Cumulative committed transactions with time for a changing workload,
showing AdaChain’s ability to maintain superior performance during workload shifts.

AdaChain, i.e., varying reordering choice and block size. In contrast, for workloads B
and C where the convergence is already fast, the additional hint reduces unnecessary
explorations after convergence.

3.7.3 Adaptivity under a Changing Workload

Our next experiment focuses on the key benefits of AdaChain: when the workload is

changing, AdaChain can commit significantly more transactions than the best base-

line during the same deployment period. To emulate a changing workload, we run
workload A for the first 15 minutes, followed by workloads B, C, D, and A, each for
15 minutes. We use the same four baselines as in Figure 3.3, which are the optimal
architectures for workload A-D when they are static.
Figure 3.4 shows the number of cumulative committed transactions with respect

to time. During the entire 75 minutes, AdaChain successfully completed 7.73 ×

106 committed transactions, while the best baseline XOV completed 6.60 × 106

committed transactions. The worst baseline OX only completed 0.87×106 committed
transactions. AdaChain can successfully commit 1.12million (17%) more transactions
than the best baseline during 75 minutes. The trend in Figure 3.4 also suggests
the improvement of AdaChain would become increasingly significant with a longer
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Figure 3.5: Effective throughput of AdaChain in each episode. Here, red vertical
line indicates when the workload shifts. The workload shifts every 15 minutes. The
number of episodes per 15 minutes duration varies depending on the transactions
arrival rate and compute intensity of workload.

deployment time and more variations in the workloads, which are common in today’s
BaaS.
Interestingly, Figure 3.4 also shows a “catastrophic" effect for certain fixed archi-

tectures when the workload is changing. For instance, when transitioning back to
workload A again (60-75min), the slope of XOV+reorder is near zero, indicating poor
performance where few if any transactions are completed successfully. However, if
we start running XOV+reorder right from the beginning under workload A without
any changes to the workload (Figure 3.3(a)), XOV+reorder would be the optimal
architecture. XOV+reorder performs poorly in workload D (45-60 min) due to the
high overhead of Johnson’s algorithm with a large number of cycles, which slows
down the block formation. Since the block formation is sequential, the number of
pending blocks grows significantly. Thus, incoming transactions simulate on stale
data and would fail in the MVCC validation phase, even when transitioning back
to workload A again. OX suffers from similar problems due to a large number of
pending blocks. This phenomenon also justifies our watermark-based design of
AdaChain, as elaborated in Section 3.5.
To further investigate how AdaChain switches its architecture under a changing

workload, we plot AdaChain’s effective throughput in each episode during the 75
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minutes in Figure 3.5. The red dashed vertical line indicates when the workload
shifts. Although workloads A and B have the same duration in terms of wall clock time
(15 min), they vary in terms of the number of episodes. This is because, depending
on the transaction arrival rate and compute intensity of different workloads, each
episode (which is marked by the high watermark) may have a different time duration.
Figure 3.5 shows that when workloads shifts, AdaChain is able to quickly con-

verge and perform competitively with the optimal architecture. For instance, when
transitioning from workload A to B, AdaChain quickly converges to the new optimal
(i.e., OXII) and achieves a 1450 tps throughput. In contrast, while XOV+reorder is
optimal under workload A, as shown in Figure 3.3(b), it is able to reach only 900 tps
when processing workload B, even in the best-case scenario where the catastrophic
effect is avoided by starting with workload B and XOV+reorder right at the begin-
ning. When transitioning from workload B to C, AdaChain quickly converges to the
new optimal (i.e., XOV) and achieves a 3250 tps throughput. In comparison, OXII,
which is optimal under workload B, is able to achieve only 980 tps under workload
C (Figure 3.3(c)).
Due to Thompson sampling, AdaChain maintains some degree of exploration

in the architecture space even after convergence, so as to avoid getting stuck at
the local optimum. As AdaChain gains more experiences (i.e., data points) on a
certain workload, the extent of exploration decreases, which is indicated by the less
frequent drops within each 15 minutes period. Also, when AdaChain encounters
a workload it has seen before (e.g., transition to workload A again in the last 15
minutes), AdaChain converges much faster than the first time and has less variation
in performance.
Ideally, since we use the state of the previous episode to approximate the state

of the next episode, AdaChain can adapt to workloads that shift less frequently than
every two episodes (20s at most). In practice, due to the exploration performed by
CMAB, as long as the workload changes are slower than the convergence time (as
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shown in Table 3.4), AdaChain can still operate effectively.

3.7.4 Adaptivity under Different Hardware

Our next set of experiments demonstrates another operational benefit of AdaChain:
when deployed on different hardware configurations, AdaChain can rapidly converge

to the optimal architecture for that hardware without manually re-configuring the

blockchain architecture. We use workload E on three different hardware setups: HW1
stands for single data center deployment, where the network connecting peers has
low latency (0.15 ms) and high bandwidth (10 Gbps), and each peer has 16 CPU
cores; HW2 also stands for single data center deployment, but with 2 CPU cores
per peer; HW3 stands for a multi-data center deployment, with high latency (50
ms) and low bandwidth (1 Gbps) network, and 2 CPU cores per peer. As mentioned
in Section 3.7.1, for HW1 and HW2, we use the commodity network fabric; for
HW3, we use the control network as well as Linux netem [67] to inject delay to the
NIC. For each hardware setup, we also perform a grid search to find the optimal
architecture for that hardware: for HW1, the optimal is (OXII, blocksize = 100); for
HW2, the optimal is (XOV, blocksize = 1), for HW3 the optimal is (OXII, blocksize =
100) again. Figure 3.6 plots AdaChain’s performance in each episode on HW1-HW3,
along with the averaged performance of the optimal architecture for comparison.
As shown in Figure 3.6, even under the same workload, the hardware setup

affects the effective throughput and thus affects the choice of the best architecture.
For instance, OXII performs well when each server has enough compute resources
(HW1 best arch in Figure 3.6(a)), but suffers when the servers have low compute
resources (HW1 best arch in Figure 3.6(b)); StreamChain can perform well in a
single data center deployment (HW2 best arch in Figure 3.6(b)), but suffers from
the high round trip time when deployed across multiple data centers due to the
small batch size it uses in the consensus protocol (HW2 best arch in Figure 3.6(c)).
No matter what type of hardware AdaChain is deployed on, AdaChain can adapt

41



(a) HW1 (16 cores, RTT=0.15ms, BW=10Gbps) (b) HW2 (2 cores, RTT=0.15ms, BW=10Gbps)

(c) HW3 (2 cores, RTT=50ms, BW=1Gbps)

Figure 3.6: Convergence of AdaChain to the optimal architecture under different
hardware.
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featurization communication training inference episode
mean 0.11s± 0.01 0.14s± 0.04 0.21s± 0.04 0.01s± 0.01 3.67s± 2.12

median 0.11s 0.14s 0.21s 0.01s 2.57s
max 0.20s 0.27s 0.32s 0.02s 16.35s

Table 3.5: Overhead of each stage in AdaChain.

itself to the optimal architecture for that hardware.
More importantly, for any kind of unseen hardware setup, users of AdaChain do

not need to recollect data and retrain the machine learning model offline. AdaChain
is an online system that learns from its past experiences and balances exploitation
and exploration. With AdaChain, BaaS can have humans completely out of the loop.

3.7.5 Overhead of Learning

Our last experiment evaluates the additional overhead incurred by AdaChain’s
learning framework. We repeat the experiment in Section 3.7.3 and profile every
stage that involves the learning agent. We report the results along with the episode
duration in Table 3.5.
Before deriving the architecture for the next episode, AdaChain needs to go

through feature extraction, communication, training and inference phases in se-
quence (Section 3.3). Table 3.5 shows that all of these four phases have low average
overhead with low variance, as compared to the episode duration. The additional
mean overhead time (0.47s) is only 12.8% of the average episode duration (3.67s).
More importantly, the 12.8% overhead can be masked by parallelizing transaction

processing and learning. The learning phase only occurs between the low and high
watermark period, which constitutes 25% duration with each episode. Considering
that the median episode duration is 2.57s, this interval time is 0.64s which is higher
than the mean overhead of 0.47s. During this interval, the peers continue to process
transactions based on the current architecture, while in parallel, the learning agent
goes through the four stages to determine the architecture for the next episode.
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Such parallel execution ensures that the overhead of AdaChain does not adversely
affect its effective throughput, as long as there are some spare CPU cycles devoted
to the learning agent.
Unlike deep neural networks, which are especially expensive to train, the random

forest model used by AdaChain has moderate training overhead. With thousands
of data points in the experience buffer, AdaChain only incurs a maximum training
overhead of 0.32 seconds. Moreover, the succinct action space design also results
in a lightweight inference phase, i.e., 0.02 seconds. When AdaChain is deployed
for a long run, techniques such as periodic resampling and limiting the length of
experience buffer [109] can be utilized.

3.8 Summary

In this chapter, we presented AdaChain, an adaptive blockchain framework that lever-
ages reinforcement learning to dynamically switch between different blockchain
architectures based on the workload. AdaChain is able to identify the optimal
blockchain architecture as workload changes, obtaining significantly higher through-
put compared to fixed architectures. As future work, we are exploring expanding the
learning framework to cover other aspects of blockchain architectures, e.g., choosing
the best performing consensus protocol. Another intriguing future direction is to
figure out whether our learning framework can be used to uncover new effective
architectures not previously explored by human experts.
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CHAPTER 4

ADAPTING BFT PROTOCOL

4.1 Introduction

Byzantine fault-tolerant (BFT) consensus protocols are the core engines powering
the state machine replication (SMR) paradigm, ensuring that non-faulty replicas
execute client requests in the same order, despite the existence of f Byzantine
replicas. The ability to tolerate up to f arbitrary failures makes BFT protocols a key
component in various distributed systems, including permissioned blockchains [100,
20], distributed file systems [37, 44], locking services [45], firewalls [69, 70], key-
value stores [72, 54], and SCADA systems [24, 94].
While various BFT protocols have been proposed (e.g., PBFT [36, 37], Zyzzyva

[95], CheapBFT [89], Prime [16], SBFT [81] and HotStuff-2 [107]), there is no
one-size-fits-all solution. The performance ranking of BFT protocols varies signif-
icantly depending on client workloads, network configurations, and application
needs. For example, protocols which reduce message complexity by increasing
communication phases exhibit better throughput but worse latency. In addition,
adversarial behaviors in the system also affect the best-performing protocol choice.
The lack of a clear “winner” among BFT protocols makes it difficult for application
developers to choose one and may invalidate their choice if workloads or attacks
change. This is exacerbated in blockchain systems with diverse applications and
potential attacks.
To address this challenge, two prior systems, Abstract [79, 23] and Adapt [25]

have been proposed. Both systems combine multiple protocols under a single frame-
work and switch between protocols adaptively in real-time. Specifically, Abstract
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creates an adaptive framework whereby there is a predefined switching order of BFT
protocols. If one protocol does not make sufficient progress, it is aborted and the
next protocol in the predefined order is selected. Such an approach lacks flexibility
and is unlikely to work in all scenarios.
Adapt enhances protocol selection using supervised learning, but it faces opera-

tional limitations. First, it relies on a single replica to collect data, train the machine
learning model, and then distribute the decision to all other replicas. In a Byzan-
tine environment, such centralized control is not realistic and runs counter to the
entire BFT approach. Second, its requirement for prolonged upfront data collection
and supervised learning hinders its ability to adapt to unforeseen conditions and
workloads. Lastly, as our experiments will demonstrate, Adapt’s incomplete feature
space design renders it ineffective under diverse fault scenarios.
To embrace the idea of a multi-protocol BFT engine while considerably enhanc-

ing its practicality, we propose BFTBrain, a reinforcement learning (RL) based BFT
system. At a high level, given a performance metric to optimize, BFTBrain smartly
switches between a set of BFT protocols at run-time under dynamic workloads.
BFTBrain is practical in two aspects — it not only maintains adaptivity under var-
ious adversarial behaviors, but also provides significant operational benefits when
deployed on different hardware and system configurations: instead of manually
choosing from multiple alternative systems for deployment, or running a prolonged
data collection process prior to the deployment, BFTBrain only requires running
one system that automatically re-configures itself to implement a top-performing
protocol in real-time.
To leverage RL, BFTBrain measures in real-time performance metrics obtained

locally by replicas. Beyond standard metrics like commit throughput, BFTBrain
employs fine-grained metrics that offer deeper performance insights, such as the
ratio of requests that are committed in the fast path of dual-path protocols, the
number of received messages per slot, and the interval between consecutive leader
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proposals. These new metrics are measured in a distributed manner and serve as
features for BFTBrain’s RL engine. By modeling the selection of a BFT protocol as a
contextual multi-armed bandit problem, the RL engine strategically tests different
protocols at run-time to learn which ones are well-suited to the current system
conditions. BFTBrain coordinates RL in a decentralized manner, where nodes share
local features/rewards by consensus and reach the same learning output, achieving
resilience to adversarial data pollution. Our extensive evaluation shows that BFTBrain
significantly outperforms fixed protocols and existing adaptive systems in dynamic
workloads and faults.
To summarize, the key contributions are as follows:

• BFT based on reinforcement learning. To our best knowledge, BFTBrain is
the first BFT consensus that utilizes reinforcement learning to achieve run-time
adaptability. It does not rely on a lengthy data collection process prior to every
deployment and effectively adapts to unforeseen system conditions.

• Adaptivity to fault scenarios. BFTBrain is the first BFT consensus system that
not only automatically adapts to dynamic user workloads under a broad set of
hardware and system configurations, but also adapts to various fault scenarios.

• Comprehensive BFT benchmark. Through a suite of workload and fault pa-
rameters, we conducted a large-scale study examining the relationship between
protocol algorithmic design and performance, encompassing a wide range of
well-known BFT protocols, including PBFT, Zyzzyva, CheapBFT, Prime, SBFT,
and HotStuff-2. Our experiments highlight the vast state space, rendering
existing solutions impractical.

• Prototype and experimental evaluation. We developed a prototype of BFT-
Brain and integrated it with the six BFT protocols listed above. Our CloudLab
evaluation demonstrates that BFTBrain improves throughput by 18%-119%

47



over fixed protocols under dynamic conditions and outperforms the state-of-
the-art learning-based approach by 44%-154% depending on how many data
are polluted by adversaries.

4.2 Landscape of BFT Performance

To motivate BFTBrain, we first conduct an in-depth performance study to examine
how various BFT protocols perform under different conditions. The key takeaway is
that no single BFT protocol is always “better” or “worse” than others, but rather that
different protocols perform better/worse than others under different circumstances.

4.2.1 Comparing Representative BFT Protocols

We picked six representative BFT protocols as our exploration targets: PBFT [36],
Zyzzyva [95], CheapBFT [89], Prime [16], SBFT [81], and HotStuff-2 [107]. All six
protocols are leader-based, working in the partial synchrony settings with networks
of n = 3f +1 nodes1. These protocols were implemented under an existing common
software framework described in Section 4.7; hence, our evaluation below focuses
on the algorithmic logic of these protocols instead of the implementation details of
a specific system.
Our experiments were conducted on CloudLab [57] where each replica is an

xl170 bare metal server. We ran these six protocols under diverse workloads and fault
scenarios, and compared their average throughput during 120 second runs that were
stably reproduced 10 times. For a fair comparison, the common internal parameters
(e.g., batch size and view-change timer) of all six protocols were configured with
the same values. For simplicity and facilitating protocol switching as described in
later sections, we added f extra replicas to the original CheapBFT acting as active

1CheapBFT requires only 2f + 1 with the help of trusted hardware, but was evaluated with 3f + 1

for simplicity. Correctness is still guaranteed.
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f # of absentees request size proposal slowness best protocol
1 0 4KB 0ms Zyzzyva (15.6%)
4 0 4KB 0ms Zyzzyva (34.3%)
4 0 100KB 0ms CheapBFT (8.5%)
4 4 4KB 0ms CheapBFT (13.1%)
4 0 0KB 20ms HotStuff-2 (45.4%)
4 0 1KB 20ms HotStuff-2 (44.8%)
4 0 0KB 100ms Prime (16.9%)
1 0 0KB 20ms Prime (71.5%)

Table 4.1: Our observed best-performing BFT protocols under different conditions.
The advantage over the second-best protocol is shown in the last column.

replicas (see [89]). This approach affects the hardware resource consumption and
scalability of the original CheapBFT, but does not change its performance under our
setups. We also emulated the overhead of the trusted subsystem CASH by injecting
60 µs delay for creating and verifying message certificates.
Table 4.1 summarizes our evaluation results. Importantly, it demonstrates that

no single protocol dominates in all conditions. The first four columns indicate
the workloads and fault scenarios: system size, number of non-responsive nodes,
client request size, and slowness of leader proposals; a more detailed description
is provided in Section 4.4.2. The last column shows the best-performing protocol
under each condition as well as its relative percentage advantage in throughput over
the second-best protocol.
It is worth underscoring that a “slowness-attack”, capturing the interval between

two consecutive leader proposals, appears in many studies [45, 23, 16]. It captures
a Byzantine attack where a malicious leader deliberately postpones its proposal
before the view-change timer expires. In addition, it could also happen naturally
in a heterogeneous deployment, where a leader has weaker compute or network
resources compared to other replicas. Below, we navigate through the table and
explain the insights behind the results.
Row 1-3. The first three rows are in an ideal world where every replica is benign and
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responsive, with no obvious slowness in leader proposals, while varying the network
and request sizes. When f = 1 and the request size is 4KB, Zyzzyva outperforms
the next best protocol CheapBFT by 15.6%. When increasing the network size to
f = 4, Zyzzyva outperforms CheapBFT by 34.3%. However, when the request size
increases to 100KB, a flip of ranking occurs: CheapBFT becomes the best-performing
protocol and outperforms the second best protocol HotStuff-2 by 8.5%, which then
slightly outperforms Zyzzyva. The comparison of rows 2 and 3 suggests that different
protocols have different “sweet spots” depending on the request size and quorum
size. When requests are small, optimistically waiting for 3f + 1 votes is reasonable,
but when requests become larger, waiting for the slowest f nodes to vote on a
leader proposal takes a long time, especially when f is large. In the latter scenario,
protocols that only need 2f +1 replicas to vote on the leader proposal perform better,
even at the cost of an extra phase of exchanging small hashes and extra computation.
Note that due to the separation of transaction dissemination from consensus logic,
only the leader proposals contain the actual requests.
Two of the protocols we studied require a 3f + 1 quorum in their fast paths:

Zyzzyva and SBFT. Across rows 1 to 3 in Table 4.1, Zyzzyva’s performance leads or
almost equals SBFT since it has fewer phases of communication. However, we found
that with weaker clients, SBFT outperforms Zyzzyva in some cases. More specifically,
we reran row 1 on a different hardware setup, where the client machine (which
hosts multiple client threads) is configured with fewer CPU cores and higher network
latency: this is done by limiting the available CPU cores on a 10-core machine to 6
using taskset and injecting an extra 20ms RTT. In this new setup, SBFT outperforms
Zyzzyva by 8.5%. These two protocols demonstrate a design trade-off between the
number of phases and the choice of commit collector. Since SBFT moves the collector
role from clients to certain replicas, it is beneficial when clients have weak network
connectivity and compute power.
Row 4. Row 4 demonstrates the effect of non-responsive replicas, referred to as
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absentees in the table. When certain replicas are non-responsive, the performance of
dual-path protocols is adversely impacted, since a slow path is activated only after a
timer expiration when failing to gather 3f + 1 votes on the fast path. Conversely,
single-path protocols are less impacted and even have better performance due to
fewer message validations and less bookkeeping. In this setting, CheapBFT is the
best-performing protocol in our evaluation, which outperforms the next best protocol
HotStuff-2 by 13.1% since it has fewer phases of communication. Due to their slow
paths, Zyzzyva and SBFT become the bottom-performing protocols. It is worth
mentioning that in our evaluation, HotStuff-2 is equipped with a reputation-based
leader rotation mechanism, Carousel [46], which tracks active replica participation
via their signed votes during the committed chain prefix in order to select the next
leaders. For a HotStuff-2 implementation without leader reputation mechanisms,
CheapBFT will outperform it by an even larger margin, since it suffers from a
non-responsive leader periodically.
Row 5-8. Row 5-8 evaluate different degrees of proposal slowness, representing a
Byzantine world where malicious leaders might deliberately slow down the system.
When the slowness is as low as 20ms and f is large, HotStuff-2 outperforms all other
protocols by up to 45.4%. This is due to HotStuff-2’s routine leader rotation, which
is made possible with low cost by its linear responsive view-change and alleviates
the impact of slow nodes elected as leaders. Although Prime also replaces slow
leaders proactively, it has more phases and higher communication complexity than
HotStuff-2 (i.e., 6 phases and quadratic complexity compared to 2 phases and linear
complexity), resulting in worse performance. However, when the slowness further
increases to 100ms, or when the network size reduces from 13 to 4 (f = 4 to f = 1),
the ranking flips: Prime outperforms HotStuff-2 by 16.9%-71.5%. This happens since
Prime replaces any deliberately slow leader with a stable benign leader. In Prime,
each node measures the actual turnaround time to the leader, which is independent
of the system load, and compares it with the acceptable turnaround time, which is
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a function of the RTT between correct servers. In HotStuff-2, when the network
is small or slowness is high, slow nodes are being rotated in as leaders routinely,
causing considerable slowness. This outweighs the benefits of HotStuff-2’s simpler
and linear communication pattern, resulting in sub-optimal performance.
These experiments demonstrate a complex trade-off between design principles

of different BFT protocols. Thus, when conditions change dynamically, no single
protocol outperforms others in all scenarios.

4.2.2 The Case for Reinforcement Learning

Since no single BFT protocol is dominant in all scenarios, one could imagine building
heuristics or supervised learning models that map conditions to the best-performing
protocol, and switching protocols at run-time according to the current perceived
conditions. However, such approaches suffer from several drawbacks.
Condition space size. The condition space is too large to search. Table 4.1 only
presents a sample of the space. The complete condition space we monitor consists
of 6 dimensions (State 1 and 2 in Section 4.4.2), where each dimension is either
a continuous or discrete variable. Further, each point in the condition space has
multiple protocols to experiment with. Even with coarse-grained sampling and an
automated toolkit, it took us more than a week to experimentally explore just a
small subset of the condition space. Unfortunately, building good heuristics and
supervised models requires complete data, which are hard to obtain.
Hardware and time dependence. The mapping from conditions to the best-
performing protocol depends on the underlying hardware and system configuration:
when changing from xl170 to m510 instances on CloudLab, or changing from a 13-
node network to a 4-node network, the mapping changes. Additionally, we observe
that even with the same hardware instance type but across different launches on
shared facilities like CloudLab, the sweet spots (in terms of request size) of Zyzzyva
and CheapBFT change due to subtle differences in physical machines and network
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resource availability. Worse yet, network conditions can change over time, rendering
any pre-computed mapping on a specific network less useful.
Growing protocol space. When new BFT protocols emerge (e.g., HotStuff-2) or
changes are introduced to existing implementations (e.g., DiemBFT-v1 to v4 [12]),
any precomputed mapping would need to be recomputed. In other words, one would
need to re-collect data and re-craft the heuristics, or re-collect data and retrain the
supervised model virtually every time a new BFT consensus protocol is proposed.
Reinforcement learning addresses this daunting and complex task, and has

shown superior performance in other learned systems [109, 108, 38, 136]. Unlike
supervised learning, which assumes training data is complete and requires a separate
lengthy data collection process prior to deployment, one can simply plug and play
an RL-based system — it learns from its mistakes and optimizes long term rewards
through trials in an online fashion. With reinforcement learning, BFTBrain can
optimize itself to whatever client workloads, faults, hardware, system configurations
and BFT protocols present, providing adaptivity and significant operational benefits.

4.3 BFTBrain Overview

We provide an overview of BFTBrain, first outlining its system model followed by its
overall reinforcement learning based design.

4.3.1 System Model

In BFTBrain, we assume a system consists of a fixed set of n = 3f + 1 nodes and a
finite population of clients, where up to f nodes and any number of clients might
experience Byzantine faults. Each node serves two roles simultaneously, validator
and learning agent. A validator is responsible for totally ordering the blocks, while a
learning agent coordinates online data collection, trains machine learning models,
and periodically instructs the companion validator at run-time to replace the current
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BFT protocol.
When a node is faulty, it can behave arbitrarily in any of its roles. The faulty

validators may exhibit standard malicious behavior such as double voting and mes-
sage suppression or equivocation. We assume a strong adversary that can coordinate
the faulty validators to compromise the replicated service. However, we do assume
the adversary cannot break the cryptographic techniques. Given our use of machine
learning, faulty learning agents could exhibit additional malicious behaviors related
to learning, such as being non-responsive (e.g., refuse to exchange its locally mea-
sured data with other learning agents), as well as presenting arbitrarily manipulated

local data points (i.e., local features and rewards) in order to disrupt the machine
learning models on other agents.
Network communication is point-to-point and authenticated. BFTBrain adopts

the partial synchrony model [58], where there is a known bound ∆ and an unknown
Global Stabilization Time (GST), such that after GST, all transmissions between two
correct nodes arrive within time ∆. For two different roles on the same node, we
assume their communication in-between is always synchronous.

4.3.2 Design Overview

At a high level, BFTBrain contains three key components: (1) a reinforcement
learning algorithm (i.e., the core of the learning agent) that guides the choice of
BFT protocols according to the perceived underlying dynamic environment, (2) a
coordination protocol that collects data distributedly at run-time, and (3) a switching
mechanism that allows BFTBrain to seamlessly transition from one BFT protocol to
another while ensuring safety and liveness.
BFTBrain operates in epochs, where each epoch is marked by the completion of

k blocks. Here, k is a predefined constant hyper-parameter. Within one epoch, the
protocol remains unchanged. When the learning agent finds a protocol candidate, it
instructs the validator to use that protocol for the next epoch. We next introduce
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BFTBrain’s key components and workflow.

Learning agent. BFTBrain’s learning agent models the problem of selecting a BFT
protocol as a contextual multi-armed bandit (CMAB) problem [146]: periodically,
BFTBrain examines the most recent state of the workload and faults in the system
(context), and then selects one of many BFT protocols (arms) in our protocol pool.
After making the selection, it observes the performance of the newly selected pro-
tocol (reward). To be successful, BFTBrain must balance the exploration of new,
untested protocols with exploiting past experience to maximize performance. That
is, without a careful balance of exploration and exploitation, BFTBrain risks failing
to discover an optimal protocol (too much exploitation), or performing no better
than random (too much exploration). We select this CMAB formulation (as opposed
to full reinforcement learning) because CMABs are exceptionally well-studied, en-
able faster convergence, and many asymptotically-optimal algorithms exist to solve
them [41, 14]. Details about the learning algorithms are provided in Section 4.4.
Since BFTBrain operates in a Byzantine environment, a centralized learning agent

cannot be trusted. In BFTBrain, each validator process has a companion learning
agent running on the same node, and accepts instructions only from its companion
learning agent. The learning agents themselves also form a state machine replication.
Specifically, they start with the same initial state, i.e., the same random seed of
machine learning models. For the same epoch t, as we will show later, different
learning agents agree on the same sequence of operations, i.e., training data points
where each data point consists of context and reward. With deterministic training,
benign learning agents host the same parameters for their machine learning models.
As a result, if different learning agents perceive the same context for epoch t + 1,
they will render the same decision (i.e., choice of protocol) for epoch t+ 1.

Distributed online data collection. In a Byzantine environment, no centralized
entity could be trusted to collect training data. Therefore, the learning agents in
BFTBrain also participate in a protocol that coordinates distributed data collection
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Figure 4.1: Overview of BFTBrain. For readability, we only present the internals of
one node i.

in an online fashion. At a high level, for every epoch, each learning agent monitors
its local context and reward at runtime, then exchanges them with other agents via
a separate instance of BFT consensus independent of the consensus that validators
are running. For each epoch, agents form agreement over an aggregation of contexts
and rewards that include input from at least a quorum of two-thirds of agents. The
consensus algorithm used for forming this agreement is left open for the system
designer (note that it is invoked only once per epoch, hence does not need to have
high throughput). Once an agreed quorum of local contexts and rewards is obtained,
each learning agent can apply the same robustness filter to the quorum in order to
get a global context and reward, constituting a training data point. Details about
this learning-coordination protocol are provided in Section 4.5.

Switching BFT protocols. After a BFT protocol is selected by the learning agent,
the switching mechanism allows each validator to make use of this protocol for
the next epoch. Our switching mechanism is an improvement over Abstract [23],
which aborts a BFT instance if a certain progress condition is not met. An epoch in
BFTBrain is equivalent to a Backup instance in Abstract. Details on how we switch
BFT protocols are provided in Section 4.6.

BFTBrain workflow overview. Figure 4.1 presents an overview of BFTBrain, where
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each node in the system follows the same workflow as depicted. In the middle of
epoch t, when the number of executed blocks reaches a certain watermark, the
validator on node i notifies its local learning agent. The learning agent featurizes
its current local state (i.e., context) observed in epoch t, and uses it to approxi-
mate the next local state statet+1

i for epoch t + 1. Each agent exchanges statet+1
i

and its locally measured reward of previous epoch rewardt−1
i with other agents

via the learning-coordination protocol. Therefore, each agent obtains the same
global state statet+1 and reward rewardt−1. Subsequently, each agent adds the
(statet−1, protocolt−1, rewardt−1) triplet to its experience buffer, and retrains its pre-
dictive modelMθ based on its experience buffer as well as the chosen algorithm to
solve CMAB. Once retrained, the predictive modelMθ inferences the performance of
each protocol candidate under statet+1, and selects protocolt+1 that is predicted to
have the best performance. The learning agent then informs the validator to switch
to protocolt+1 for epoch t + 1, the reward of which is then measured locally upon
reaching the end of epoch t+1. The validator only starts epoch t+1 once it receives
a decision for that epoch from the companion agent.
The learning agent is designed in a way such that the BFT system is not delayed

due to learning. First, within one epoch, when the model undergoes retraining and
inference, the parallel validator process still commits blocks simultaneously. Second,
with a lightweight model design and limiting the size of the experience buffer, model
training and inference can be viewed as a synchronous process. In other words,
with a reasonable epoch length, the learning agent can complete protocol selection
before the validator finishes its current epoch, without impeding the start of the
next epoch.
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4.4 Learning Algorithms

This section delves into BFTBrain’s learning algorithms. We first formalize the
learning problem and explain the use of Thompson sampling. The state and action
space design is then outlined, followed by the predictive model description.

4.4.1 Problem Formulation

BFTBrain formulates the learning problem as a contextual multi-armed bandit
(CMAB) problem, where an agent periodically makes decisions in a sequence of
epochs. In epoch t, the agent selects an action at in its protocol pool based on a pro-
vided state st, and then receives a reward rt. The agent’s goal is to select actions in
a way that minimizes regret, i.e., the difference between the reward sum associated
with an optimal selection strategy and the reward sum associated with the chosen
actions. CMABs assume that epochs are independent from each other, and that the
optimal action depends only on the state st. BFTBrain fits this assumption, since
the current choice of protocol does not affect the pattern of workloads and faults in
future epochs. Using this CMAB formulation, BFTBrain allows users to specify any
performance metric (e.g., throughput or latency) as the reward function to optimize.

Thompson sampling. Amongst different CMAB algorithms, we select Thompson
sampling [41, 14] for its simplicity: at the start of each epoch, the learning agent
trains a model based on current experience, and then selects the best action as
predicted by the model. In Thompson sampling, instead of selecting the model
parameters that are most likely given the training data as used by supervised learning,
it samples model parameters proportionally to their likelihood given the training

data. More formally, we can define maximum likelihood estimation as finding the
model parameters θ that maximize likelihood given experience E: argmaxθ P (θ | E)

(assuming a uniform prior). Instead of maximizing likelihood, Thompson sampling
simply samples from the distribution P (θ | E). As a result, if we have a lot of data
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suggesting that our model weights should be in a certain part of the parameter space,
our sampled parameters are likely to be in that part of the space. Conversely, if we
have only a small amount of data suggesting that our model weights should be in a
certain part of the parameter space, we may or may not sample parameters in that
part of the space during any given epoch.

4.4.2 State and Action Space

We next list factors that affect the performance of BFT protocols, broadly grouped
into workloads, faults, and hardware/system configurations categories, jointly con-
stituting the state space. Within each epoch, each learning agent leverages a window
of the last w executed requests to featurize such factors, where w is a constant
hyper-parameter.
State 1: Workloads (W). The first category consists of factors that are influenced
by application and client dynamics.
W1: Request size. The request size is dependent on the application workload, where
some requests contain little data while others are more involved and require updating
files with large chunks of data. Although all our candidate protocols separate request
dissemination from sequencing (i.e., only the leader proposals contain the actual
requests while the remaining messages contain the hash of requests), as described
in Section 4.2, request size is still an important factor impacting the performance of
different protocols in different ways. We use the average request size to represent
this feature.
W2: Reply size. Depending on the application, request and reply size can be asym-
metric. Reply size also impacts different protocols in different ways, but with a
distinct boundary from that of request size. For instance, in our experiments, when
all other factors remain the same, CheapBFT performs best for either 0KB/4KB
(request size/reply size) or 40KB/0KB, while Zyzzyva is best with 4KB/0KB. Fur-
thermore, different protocols have different sensitivity to an increase in reply size.
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For instance, SBFT reduces the per-client linear reply cost to just one message by
adding an execution aggregation phase. We use the average reply size to represent
this feature.
W3: Load on system. The load on the BFT system is dependent on the number of
clients and the rate at which clients send new requests. Specifically, each honest
client allows a quota of outstanding unacknowledged requests before issuing new
ones, controlling the rate at which requests are generated relative to the system’s
capacity to process them.
In our experiments, we observed that lowering the load affects different protocols

in the same direction, but to different extents: for example, there is a sharper drop
in the throughput of Zyzzyva and SBFT compared with other protocols. The reason
is that lower load increases batching delay, which has a larger impact in terms of
both latency and throughput on protocols with fewer phases (i.e., Zyzzyva and SBFT
in our protocol pool). BFTBrain derives the per-client sending rate according to the
request timestamps, and uses the aggregated client sending rate to represent this
feature.
W4: Execution overhead. Execution overhead captures the computational cost of
request execution, which impacts the system in two ways. First, it directly affects
the execution latency in state machine replication. Second, it indirectly affects
other components of the BFT protocol that are also compute-intensive. For instance,
requests with high execution overhead compete for CPU resources that are otherwise
used to sign and verify messages, especially when machines have limited compute
capacity or a small number of cores. Higher compute load results in excessive context
switching, and potentially pushes the system towards being compute-bound instead
of network-bound. We use the CPU cycles consumed by the executor thread to
represent this feature.
State 2: Faults (F). The next category of factors is tied to faulty behaviors. BFT
protocols make different assumptions about “steady state” and “common faults”,
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and hence, each protocol is often optimized for specific fault scenarios. The features
below enable BFTBrain to tell what type of fault scenarios the system is experiencing
and choose the most promising protocol accordingly.
Note that BFTBrain does not aim to defend against transient or broad-spectrum

faults. An example of transient fault is a crashed leader or a malicious leader which
equivocates, such that no progress is made and a view-change will be triggered to
replace the leader. Such transient faults are handled timely at the protocol level and
require no protocol switching. For broad-spectrum faults, orthogonal and effective
solutions exist. Examples of broad-spectrum faults include network flooding which
can be mitigated via resource isolation [23], and malformed client requests which
can be handled by enforcing client signatures (instead of MACs) [45].
F1: Absence from participation. In BFT consensus, validators can be absent from
participation for various reasons: a (benignly) crashed validator is absent from all
protocol phases after crashing, while an alive malicious validator could be absent
from any arbitrary phases.
Measuring absence is tricky in a Byzantine environment, especially considering

that a collusion of f malicious participants could taint validator participation simply
by excluding some alive benign validators (up to f) and progressing without them.
For example, a malicious leader could deliberately avoid sending leader proposals
to them, while the f malicious validators work together with the remaining f + 1

benign ones to make sure all requests are committed successfully on these 2f + 1

validators. We refer to such excluded, non-faulty validators as being placed in-dark.
In-dark validators could further be excluded in other protocol phases, in addition
to leader proposals, by f malicious validators. Since no state transition is ever
triggered on in-dark validators, they remain in the initial state and are thus absent
from participation. Although they will timeout and complain, since fewer than f + 1

validators complain, view-change is not triggered to replace the malicious leader
and they are in-dark continuously.
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All protocols tolerate the absence of up to f validators by design, but the perfor-
mance of different protocols is impacted differently. As illustrated in Section 4.2,
dual-path protocols (i.e., Zyzzyva, SBFT) are adversely impacted since the more
expensive slow paths are initiated, while single-path protocols (i.e., PBFT, CheapBFT,
Prime, HotStuff-2) could be positively impacted due to less resource consumption.
The learning agents in BFTBrain featurize absence by utilizing information that is

already collected locally during protocol execution. First, fast path ratio captures the
percentage of slots committed in the fast path over the total number of committed
slots. For single-path protocols, all slots are committed in the slow path. Second, for
each slot, the agent sums the number of (valid) distinct messages from each sender,
deriving the number of received messages per slot. Note that this feature does not
incur more messages to be sent or received; it simply counts messages as they arrive
and pass preliminary processing (de-serializing and sender verification) before they
can be excluded from protocol steps like voting.
F2: Slowness of proposal. In leader-based BFT protocols, every slot is initiated by a
leader proposal, which significantly affects the system’s end-to-end performance.
In the case of a faulty leader, validators use a timer to trigger view-change, which
will replace the leader, hence guaranteeing liveness. However, a malicious leader
can deliberately slow down its proposals without being replaced, resulting in poor
latency and throughput. Slowness may not necessarily be a deliberate act by a
malicious leader, it could result simply from a weak or overloaded leader, albeit to a
lighter extent.
Section 4.2 illustrates the effect of this factor. Protocols with routine or proactive

leader replacement (i.e., HotStuff-2, Prime) maintain good performance under such
slowness, but perform sub-optimally in other normal cases. To featurize this factor,
each node in BFTBrain timestamps every leader proposal received, and measures
the average time interval between receiving two consecutive proposals.
State 3: Hardware and system configurations. The last category comprises
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hardware and system configurations. Hardware-level factors include standard data-
center infrastructure network settings that affect network latency and bandwidth,
and also machine-level configurations such as CPU frequency and the number of
cores. System-level configurations include the number of nodes in the consensus
system and the geo-distribution of the nodes. Compared to State 1 and 2, both
hardware and system configurations are fairly static and do not change rapidly at the
timescale of a consensus deployment. Thus, BFTBrain does not explicitly featurize
these factors because (1) the impact of these factors is implicitly encoded in the
predictive model trained online, and (2) CMABs will converge even without any
explicit features [28], the purpose of which is to accelerate convergence so that the
optimal action is reached before the world changes.
Actions. BFTBrain’s action space consists of the same set of leader-based protocols
that are studied in Section 4.2, namely, PBFT, Zyzzyva, CheapBFT, Prime, SBFT, and
HotStuff-2. As we will show later, since BFTBrain builds a separate model for each
candidate protocol, features of the protocol design are encoded in the model itself.
Thus, BFTBrain does not require protocol-specific feature engineering for encoding
the action space, making it easy to incorporate new protocols into the BFTBrain
framework. Although BFTBrain focuses on choosing the best-performing protocol,
configuring protocol internal parameters (e.g., values of different timers and the
interval for rotating leaders) intelligently at run-time can be an interesting future
extension.

4.4.3 Predictive Model

Each learning agent hosts some predictive models, which follow the value based RL
approach: given the featurized current state, predict the performance (i.e., reward)
of each action (i.e., protocol). The simplest implementation would be to build a single
predictive model for all protocols, but this has a major drawback. While featuresW1-

W4 in the workloads category are completely independent from the previous action,
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the featurized absence-from-participation F1 and slowness-of-proposal F2 have a
“one-step dependency”: the current observed statet+1

F1,F2 is dependent on the previous
protocolt. When the workload and fault scenario shift, such one-step dependency
might prevent convergence to the new optimal protocol. For instance, if BFTBrain
has converged to protocols whose leader has lower parallelism (e.g., Prime due to
message aggregation in global ordering), the measured slowness of proposals will be
higher than other protocols, regardless of whether a fault is actually happening or
not. In other words, the interpretation of the slowness-of-proposal feature changes
based on the previous action. If the model learns that a high slowness-of-proposal is
bad for Zyzzyva, then once Prime is chosen, slowness-of-proposal will always seem
high, and Zyzzyva may not ever be selected again.
Luckily, unlike in the general case of Markov decision processes, the dependency

observed here is limited to a single time step. That is, the prediction of the next best
action is independent given the immediately prior action. To solve this issue rooted
in one-step dependency, the learning agent trains a separate model for each possible
(previous protocol, protocol) pair, and divides the experience buffer into several
smaller buckets according to the (previous protocol, protocol) pair as well. In terms
of bandit theory, assuming there are K protocols in our action space, BFTBrain’s
approach is equivalent to playing K bandit games where each game has K arms. In
each game, the current observed statet+1

F1,F2 is independent from the previous action
protocolt.
It is worth mentioning that this transformation does not completely remove the

one-step dependency. The action made at epoch t will determine which of the K
bandit games is being played at epoch t+ 1. A multi-armed bandit algorithm will
not be able to take advantage of the fact that some of the K bandits may have
significantly better reward distributions than others. Thus, the convergence bound
on regret of bandit algorithms will not apply to our scenario. However, since each of
the K bandits will be played an unbounded number of times eventually (assuming
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the probability of any action never fully reaches 0), regret is still bounded in the
limit.
Specifically, for each possible (protocolt, protocolt+1) pair, BFTBrain utilizes a

lightweight random forest [31] as the predictive model, which is trained exclusively
on the corresponding experience bucket. The model takes the featurized state as
input, and outputs the predicted performance for the corresponding candidate action
protocolt+1. Thus, at inference time, given a known previous protocol and the current
state, the learning agent enumerates K models to get the predicted performance for
each candidate protocol, and then chooses the candidate with the best predicted
performance to be carried out. Once there is a tie on the best predicted performance,
we break the tie randomly to avoid local maxima. When an experience bucket is
empty, BFTBrain prioritizes exploring this bucket by choosing the corresponding
candidate protocol to be carried out.

Integration with Thompson sampling. Integrating a predictive model with Thomp-
son sampling requires the ability to sample model parameters from P (θ | E) —
the distribution of model parameters given the current experience. The simplest
technique (which has been shown to work well in practice [113]) is to train the
model as usual, but only on a bootstrap [30] of the training data. In other words,
the predictive model is trained using |E| random samples drawn with replacement
from experience E, inducing the desired sampling properties. BFTBrain uses this
bootstrapping technique on each experience bucket and predictive model for its
simplicity.

Overhead of learning. First, BFTBrain’s training overhead is not larger than the
strawman of building a single predictive model, since in every epoch, only one model
which corresponds to the updated bucket needs to be retrained. For such a bucket,
the time complexity for training a single random forest is O(n log n), where n is the
number of data points. Thus, given the same total population of data, it even incurs
less training overhead than the strawman solution, since the bucket contains fewer
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data points than the single unified experience buffer. Second, BFTBrain’s inference
overhead is O(K), where K is the number of candidate protocols. Lastly, BFTBrain
has the same memory overhead as the strawman for storing training data. However,
it incurs O(K2) memory overhead for storing the models. Since random forest is a
very lightweight model as compared to deep neural networks, such model storage
overhead is negligible.

4.5 Learning Coordination

The goal of the learning-coordination mechanism is to form an agreement at each
epoch on a report quorum that includes local metrics collected from 2f + 1 nodes.
Specifically, learning coordination is performed in every epoch t. After executing

w requests (a hyper-parameter) in epoch t, each node i gathers local performance
indicators pt−1

i measured during epoch t − 1, featurizes the next state f t+1
i , and

broadcasts both metrics inside a report message. To ensure that at least f +1 metrics
in the report quorum are honest measurements, it is important that the metrics
reported by honest nodes are measured by themselves. That is, if a node j has been
placed in-dark (defined in Section 4.4.2) or temporarily slows down during epoch t,
it may not have executed w requests by itself. Rather, node j will have recovered
the consensus state through a state-transfer from other nodes. In this case, j should
avoid reporting the state features it has copied from others, and likewise, avoid
reporting performance indicators collected from partial or no execution. Therefore,
node j will not report any metrics for epoch t. Note that in addition to the f benign
nodes being placed in-dark, in the meantime, the f Byzantine nodes that contributed
to committing requests can refuse to report their metrics. Hence, there may not be
enough 2f + 1 nodes reporting for the epoch.
In order for nodes to agree on a quorum of (valid) reports to be used as input for

the learning engine, any “blackbox” validated Byzantine consensus primitive (VBC)

66



seeded with a leader collecting reports from 2f+1 nodes can be utilized. Specifically,
for each epoch t, the leader of VBC initiates VBC-PROPOSE((t, reportQCt), P ) once
it receives valid report messages (pt−1

i , f t+1
i ) where both fields are non-null from

2f + 1 nodes, or when a timer expires. Here, P is an external validity predicate that
checks if reportQCt includes at least f + 1 distinct reports.
Each node participating in VBC gates voting for a leader proposal it receives

by applying the validity predicate P to it. Once a quorum of reports reportQCt is
decided by VBC, if it includes sufficient 2f + 1 reports, each node takes the median
value of each field in order to obtain a robust global performance measurement
pt−1 and state feature f t+1, thereby triggering the retraining and inference process.
Taking the median value from an aggregated set of metrics guarantees that despite
f arbitrarily manipulated values from Byzantine nodes, the global value taken is
between two honest measurement values. Otherwise, if reportQCt does not include
sufficient reports, each node retains the decision from the previous epoch instead
of deriving any new learning decision, and complains about the leader in VBC as
well as the leader in the current protocol used by the node for committing client
requests. Note that since VBC is a separate consensus instance, the leader of VBC
can be different from the leader of the current protocol in BFTBrain. Either of them
acting maliciously can result in insufficient reports being collected.

4.5.1 Safety, Liveness and Robustness

Below, we formalize the safety, liveness, and robustness guarantees of BFTBrain,
followed by the proof sketch where VBC is instantiated with PBFT that adopts
sequential request processing.
Safety. For each epoch t, each honest learning agent will agree on the same feature
and the same reward if its learning algorithm is invoked.

Proof. We prove by contradiction that only one reportQC can be committed for the
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same epoch t. First, by reduction to PBFT, c-propose, c-prepare, c-commit phases
guarantee that for each coordination sequence nc, only one reportQC can be com-
mitted. Then, assume two different reportQC for the same epoch t are committed
at different sequence nc: reportQCt

j committed at nc,1, and reportQCt
k at nc,2, where

nc,1 < nc,2 and D(reportQCt
j) ̸= D(reportQCt

k). At least one honest agent i needs
to accept the c-propose for both reportQC. Since the network is asynchronous, we
consider two cases. If nc,1 is committed before nc,2 on i, i needs to accept c-propose

with reportQCt
k when t is already committed, contradictory with the validity check-

ing each agent performs. Otherwise if nc,1 is committed at the same time with or
after nc,2, i needs to accept reportQCt

k whose coordination sequence is nc,2, before
nc,2−1 is committed, contradictory with the sequential processing. Thus, only one
reportQC can be committed for the same epoch t. Finally, since an honest learning
agent takes the median value of the same committed reportQC, they agree on the
same feature and reward if reportQC includes 2f + 1 reports.

Following this safety property, through deterministic training (i.e., using the
same random seed on each learning agent), each honest learning agent in BFTBrain
derives the same action (i.e., BFT protocol) for the same epoch t.
Liveness. BFTBrain guarantees that every honest agent eventually invokes its learn-
ing algorithm in the same epoch.

Proof. If fewer than 2f + 1 reports are collected, the learning algorithm will be
ineffective (i.e. not invoked) for one epoch, and the BFT protocol chosen for the
next epoch will be the same as the current one. We first show agents are able to
commit a reportQC of 2f + 1 reports within f consecutive epochs (Part 1). We then
show if such reportQC is committed for epoch t, every honest agent will invoke its
learning algorithm in epoch t (Part 2).
Part 1: In the active BFT protocol of any certain epoch, there can be at most f honest
validators placed in-dark by the malicious leader, since otherwise, f + 1 validators
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will trigger a view-change to replace the leader in the epoch. The agents on these in-
dark validators will not send report messages according to our protocol. In addition,
at most f malicious agents can deliberately refuse to send report messages. Thus,
each agent is guaranteed to receive at least f + 1 reports for epoch t, which starts a
timer τc,2 on leader agent l for collecting 2f + 1 reports in reportQCt

l and a timer
τc,1 on each agent for tracking the progress of coordination protocol. If reportQCt

l

is committed, a view-change in the active BFT protocol used by validators will be
initiated if it contains less than 2f + 1 reports. Since such coordination is run once
every epoch, an honest leader validator will be found within at most f consecutive
epochs. Otherwise, if reportQCt

l is not committed, the leader agent will be replaced
while the current epoch waits for a report quorum to be committed.
Part 2: If a reportQC of size 2f + 1 is committed on an agent, it is committed on at
least 2f + 1 agents, otherwise c-view-change is triggered in the coordination protocol
and it will be committed in view vc + 1 or above. Thus, at least f + 1 honest agents
will multicast a c-checkpoint message containing the reportQC as the service state
of the coordination protocol. Every honest agent, even if it is placed in dark by
the malicious leader agent, will receive this stable checkpoint and thus invoke its
learning algorithm.

Robustness. If honest feature/reward values form a range [rl, rh], the global fea-
ture/reward taken by the learning agent always falls into this range.

Proof. According to our protocol, honest nodes never report invalid (e.g., zero or
null) values to others, even when they are placed in-dark and recover their service
state from others.
The learning agent only takes the median value of reportQC of size 2f+1, where

at most f can be arbitrary values reported by malicious replicas, and the remaining
f + 1 is guaranteed to be honest. Now we prove by contradiction: w.l.o.g., assume
the median value of reportQC is rm, where rm > rh. Since there are at least f + 1
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honest values smaller than rm, to make rm the median, at least f+1 dishonest values
larger than rm need to be reported. This contradicts the fact that, at most f can be
arbitrary values in reportQC.

4.6 Switching BFT Protocols

In this section, we describe how BFTBrain performs the actual switching from BFT
protocol t to t+ 1.
Similar to Abstract, BFTBrain operates in epochs. Each epoch in BFTBrain can

be considered as a Backup instance in Abstract, which is marked by the completion
of k requests, where k is a predefined constant hyper-parameter. For each epoch,
an existing BFT protocol in our action space (i.e., PBFT, Zyzzyva, CheapBFT, Prime,
SBFT, and HotStuff-2) is selected by the learning agent and remains unchanged
throughout the epoch.
The Backup instance in Abstract is a thin wrapper that can be put around an

existing BFT protocol. Backup works as follows: it is inactive until it receives a
request containing a valid init history, which is an unforgeable history generated by
the preceding BFT instance. At this point, Backup sets its state by executing the
requests in the init history it received. Then, it simply executes the first k requests
committed by the underlying BFT protocol, aborts all subsequent requests, and
returns the signed sequence of executed requests as the init history for the next BFT
instance. A client can switch from a Backup instance t to instance t+ 1 as soon as it
receives f+1 signed messages from different replicas, containing an identical init

history. The client uses the init history to invoke instance t+1. Once instance t aborts
some requests and switches to t + 1, it cannot commit any subsequently invoked
requests.
Optimizations of Abstract. Abstract also implements the following optimization
for the switching procedure above: align switching from a Backup instance with a
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checkpoint in order to minimize the size of init history, which is transferred through
clients. In Abstract, BFT instances t and t+ 1 might be run on two different clusters,
and not every instance is a Backup instance whose progress condition is k committed
requests. For example, an instance could be Quorum whose progress condition is
3f +1 matching history, or Chain whose progress condition is one correct reply, both
of which require an honest client to validate the progress condition and initiate the
switching. On the contrary, in BFTBrain, all BFT instances are run on the same cluster
of machines, and every BFT instance is a Backup instance. Thus, the optimization can
be taken one step further inside BFTBrain. First, instead of relying on the client, each
replica has enough information to decide whether to switch or not. Once executing k
requests, each replica multicasts an init history (i.e., checkpoint) to all other replicas.
Second, an honest replica does not need to be blocked and wait for f + 1 signed
matching init history and execute it before starting the new epoch, since the init

history is already reflected in its local service state. Once k requests are committed
in epoch t and the BFT protocol for t + 1 is derived by the learning agent, epoch
t + 1 is invoked. In other words, the switching can be performed asynchronously
inside BFTBrain with low overhead.
Speculative Backup instances. Backup can be easily implemented over an existing
BFT protocol, except for speculative protocols where clients are the commit collectors,
e.g., Zyzzyva. This is because such protocols rely on clients to decide if a request
has been committed, while the replicas might not have enough information to tell.
Specifically, in Zyzzyva, if a request commits in the slow path where the client only
receives 2f+1 replies with matching history (instead of 3f+1 replies in its fast path)
and multicasts a commit certificate to all replicas, the replicas can deterministically
commit the request as well. However, if a request commits in the fast path, the client
directly completes the request without notifying the replicas. Thus, the replicas can
not decide whether the current epoch is finished.
To address this issue, when running speculative protocols in epoch t, BFTBrain
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enforces the k-th request (i.e., the last request in t) to be a special NOOP request and
to be committed in the slow path. On each replica, the view-change timer for this
request is only removed when it can be considered as committed. Specifically, for the
k-th request, the leader acts as a dummy client and multicasts a commit certificate
even if 3f +1 replies with matching history are received. Upon receiving the commit
certificate or f + 1 signed matching init history for epoch t+ 1, replicas can safely
consider the k-th request of epoch t as completed. Note that a malicious dummy
client might refuse to multicast the commit certificate. In this case, view-change is
triggered and a new leader will be elected, which will act as a new dummy client for
this request. Then, in the NEW-VIEW message, for this k-th request, the new leader
always inserts a ORDER-REQ message where the original NOOP request is replaced by
the NOOP request proposed by its own dummy client. For this special request, no
safety issues exist since its content is not part of the service state. The mechanisms
above guarantee that each honest replica will successfully commit this request (i.e.,
liveness), and thus concluding the current epoch.
Correctness of switching. Below, we discuss the safety and liveness of switching
between epochs.
Safety. Abstract’s idempotency theorem [23] specifies that if individual BFT instances
are correct, irrespectively of each other, then the system composed through switching
is also correct. Since each BFT instance in BFTBrain is an existing protocol whose
safety has been previously proven (instead of our newly invented protocol), the
composed system is safe.
Liveness. Abstract guarantees liveness if a request is not aborted by all instances,
which can be made simple by reusing an existing BFT protocol as one of the instances.
Apparently, BFTBrain satisfies this requirement too.
Moreover, to ensure liveness, Abstract exponentially increases the parameter

k with every new instance of Backup by default. This is to prevent a corner case
with very slow clients: k requests committed by a single Backup instance i might
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all be invoked by the same, fast client, while a slow client can then get its requests
aborted by i. The same can happen with a subsequent Backup instance, and so
forth. By exponentially increasing k, this liveness issue is resolved since no realistic
load increases faster than exponentially. Alternatively, by having the replicas across
different Backup instances share a client input buffer, such an issue can also be
prevented without exponentially increasing k. BFTBrain takes the latter approach,
since all epochs run on the same cluster, so the client input buffer is naturally shared
across epochs.

4.7 Implementation

We implemented BFTBrain in Java using Bedrock [19], a unified platform for BFT
protocol implementation and experimentation. The Bedrock platform consists of four
main components: the core unit, the state machine manager, the plugin manager,
and the coordination unit. The core unit defines entities (e.g., clients and validators),
maintains the application logic, enables users to specify different workloads and
benchmarks, and track the execution of requests via sequence numbers and views.
The state machine manager parses Bedrock’s domain-specific language (DSL) for
rapidly prototyping BFT protocols, and defines the states and transitions of the
specific BFT protocol for each entity. The plugin manager enables implementing
protocol-specific behaviors that cannot be captured by Bedrock’s DSL, while the
coordination unit manages the run-time execution of Bedrock.
All protocol candidates in BFTBrain’s action space utilize Bedrock. On top of

it, we implemented a workload and fault generator, which allows users to specify
time-varying dynamics inside a YAML configuration file, enabling parameterized
random sampling and scheduling of predefined sequences of events. To enable
switching among BFT protocols, we implemented a new state machine manager
which loads all plugins required by BFTBrain when the system boots, and uniquely
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tags each protocol state and transition such that different protocols do not interfere.
This approach has negligible overhead since such loading and tagging only happens
when the system boots, and lookup for states and transitions at run-time takes a
(small) constant time. We implemented the learning agent separately in Python
using scikit-learn, which communicates with the companion validator process in
Bedrock via gRPC. Our implementation is publicly available2.

4.8 Evaluation

Our evaluation aims to answer the following questions:

1. How fast can BFTBrain converge to the best-performing protocol under static
conditions without pre-training?

2. How does BFTBrain compare to fixed protocols and existing learning-based
approaches in dynamic environments?

3. How does the hardware setup affect the performance of fixed protocols? How
does BFTBrain compare to existing learning approaches under different hard-
ware setups?

4. How robust is BFTBrain and how does it compare to existing learning ap-
proaches under adversarial data pollution?

5. What learning overhead does BFTBrain introduce?

In the rest of this section, we present the experimental setup and then answer
each of the above questions.

2https://github.com/JeffersonQin/BFTBrain
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Condition
Average Throughput (tps)

Conv. Time (min)
PBFT Zyzzyva CheapBFT Prime SBFT HotStuff-2 BFTBrain

Row 1 (LAN) 9133 13664 11822 4601 11067 6882 13100 0.81
Row 4 (LAN)* 10303 1025 12297 3749 2920 5156 11803 2.08
Row 8 (LAN) 989 988 989 4527 989 2640 4329 5.39
Row 1 (WAN) 5325 9503 12201 1639 8261 2882 11101 1.58
Average 6438 6295 9327 3629 5809 4390 10083 2.47
Worst 989 988 989 1639 989 2640 4329 5.39

Table 4.2: Throughput of protocols and the convergence time of BFTBrain under
various static conditions. The highest throughput in each row is highlighted in blue.

4.8.1 Experimental Setup

Testbed. Unless otherwise specified, our testbed consists of several bare-metal xl170
machines on CloudLab, each with a 10-core Intel E5-2640v4 processor at 2.4 GHz,
64GB ECC Memory, and two dual-port Mellanox ConnectX-4 25 GB NIC. Each server
is connected via a 10Gbps control link and a 25Gbps experimental link to Mellanox
2410 switches in groups of 40 servers. Our experiments are conducted using the
experimental link.
System configuration. Our experiments are carried over networks of two sizes:
n = 4 and n = 13. In all experiments, we run multiple client threads on a separate
xl170 server, where each client follows the standard closed-loop buffer design, i.e.,
allows at most 100 outstanding unacknowledged requests before issuing new ones.
The number of clients is a parameter in our workload space. We use batch sizes of
10 requests throughout the experiments. Every experiment of BFTBrain starts with
PBFT as its initial protocol. We use throughput as the reward function for BFTBrain
to optimize.

4.8.2 Convergence under Static Conditions

Our first set of experiments evaluates how quickly can BFTBrain converge to the
best-performing protocol under static conditions. We picked three representative
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settings from Table 4.1 where the size of the network is small: row 1, a variant of
row 4 where f = 1, and row 8. Under each setting, we ran all six fixed protocols
and BFTBrain for 10 minutes on a LAN. We note that the other rows in Table 4.1
yielded similar conclusions and are omitted for brevity.
Table 4.2 summarizes our results, listing for each static condition the average

throughput (tps) of each protocol in the last 20 epochs. The last column reports
the convergence time of BFTBrain, defined as the time BFTBrain spent to reach
the stable peak throughput. Although each setting has a different best-performing
protocol, BFTBrain always learns to select it within 0.81-5.39 minutes3. As we will
show soon, the convergence is significantly accelerated the second time BFTBrain
encounters the same conditions.
Obviously, in this experiment, BFTBrain is not able to surpass the best-performing

protocol in any given setting. Additionally, as shown in the table, it experiences
a marginal increase in switching overhead when compared to the leading proto-
col in each specific setting. Nevertheless, owing to its adaptability, BFTBrain does
deliver the best average and best worst-case performance across all settings in the
table. In contrast, fixed protocols exhibit subpar average and worst-case through-
put, underscoring our initial premise that no single fixed protocol excels under all
circumstances.

4.8.3 Adaptivity under Changing Conditions

Our next set of experiments evaluate BFTBrain under dynamic conditions, demon-
strating clear performance benefits.

Cycle back conditions. In the initial series of experiments, we selected rows 2-7
from Table 4.1, each characterized by an identical network size (f = 4). We ran
the settings of each row for 30 minutes each, employing a round-robin approach to
switch to the next row and repeating the cycle from the beginning after reaching row

3Most RL systems quantify convergence time in minutes.
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Hotstuff-2
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Figure 4.2: Adaptivity of BFTBrain under changing conditions. The vertical dashed
lines indicate when conditions change. Labels indicate the dominant protocol that
BFTBrain and Adapt choose under each condition.

Figure 4.3: BFTBrain’s throughput (a) during minutes 0-30, and (b) during minutes
180-210. In both periods, it encounters the system conditions captured in row 2 of
Table 4.1.
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7. We compared BFTBrain against five baselines: the fixed protocols with the best
and worst performance (based on the number of committed requests throughout
the entire experiment), Adapt, Adapt#, and an expert heuristic. Details on the last
three are explained below.
To be faithful to Adapt’s design [25], we excluded all features capturing faults

(i.e., State 2 in Section 4.4.2), and pre-trained Adapt with complete data that we
collected in these changing conditions when running BFTBrain for hours spanning
multiple protocols. To study the effect of unseen conditions in supervised learning,
we implemented another baseline named Adapt#. In Adapt#, we used the same set
of complete features as BFTBrain, but pre-trained it on partial data that we collected
in these changing conditions, i.e., excluding data corresponding to the settings of
rows 5-7. In both Adapt and Adapt#, for fair comparison, we used the same set
of BFT protocols as BFTBrain in their action space. The expert heuristic we used is
designed based on insights gleaned from Table 4.1, namely: if proposal slowness is
greater than 20ms, use Prime; otherwise, use Zyzzyva.
Figure 4.2 shows the cumulative number of committed requests over time, where

the slope of each line indicates its current throughput. Throughout the 4-hour exper-
iment, BFTBrain successfully converges to the best-performing protocols whenever
the conditions change. In terms of the number of requests committed, BFTBrain
demonstrates 18% improvement over the best fixed protocol (i.e., HotStuff-2), 119%
over the worst fixed protocol (i.e., PBFT), 14% over Adapt, 19% over Adapt#, and
43% over heuristic.
As expected, both Adapt and Adapt# exhibit similar performance to BFTBrain

for the first 60 minutes, as the system is operating without faults and their features
and training data encompass these conditions. However, both methods encounter
challenges when the conditions shift to rows 4-7. Adapt struggles since it fails
to recognize the changes in conditions, as faults are not captured in its feature
space. While Adapt# does detect the changes due to its expanded feature set, these
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conditions were absent during its pre-training phase.
Two things are worthy of noting. First, BFTBrain not only outperforms both

supervised learning based approaches, but also completely removes the cumbersome
data collection and pre-training process prior to deployment. Second, in common
stable conditions corresponding to row 2, BFTBrain outperforms HotStuff-2 by 57%
while being able to switch to HotStuff-2 when conditions become advantageous for
it.
Figure 4.3 further demonstrates how BFTBrain’s throughput changes over time:

(a) during minutes 0-30, and (b) during minutes 180-210. In both periods, it en-
counters the conditions captured in row 2 of Table 4.1. Obviously, when the system
condition cycles back to what it has seen before, BFTBrain converges to the best-
performing protocol much faster than the first time (2s vs. 70s). The blips in both
throughput plots indicate that certain sub-optimal protocols have been chosen for a
few epochs. These are the explorations made by the Thompson sampling algorithm
when it samples the less likely model parameters. When conditions are dynamic,
such sampling is crucial to avoid being stuck at a local sub-optimal decision, since
the predictive model can gain insights on the performance of unexplored protocols
in the current condition.

Randomized sampling. Our next experiment evaluates BFTBrain’s adaptivity when
there are more variations in the state space and when the variations are more

frequent. Specifically, each dimension in the state space follows a certain normal
distribution. We varied each dimension every 1s by randomly sampling from its
distribution, and shifted the mean and variance of such distribution every 20minutes.
Figure 4.4a presents the detailed results. In a nutshell, during the entire 2-hour
deployment, BFTBrain commits 44%more requests than Adapt. This is a much larger
improvement than the 14% improvement demonstrated in the cycle back experiment
and can be explained as follows. Certain input factors in the cycle back experiment
are correlated, e.g., a request size near zero is correlated with high proposal slowness.
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(a) Under randomly sampled conditions. (b) Under different hardware (WAN).

Figure 4.4: Adaptivity of BFTBrain compared to Adapt.

Thus, although Adapt suffers from incomplete features, it indirectly learns the best-
performing protocol under high proposal slowness using other features, as shown
in Figure 4.2 between 90-150 minutes. However, randomized sampling breaks such
correlations, and as a result, Adapt does not have enough information to know how
the surrounding environment changes which leads to poor performance.

4.8.4 Adaptivity to Changing Hardware

The next set of experiments evaluate BFTBrain under different hardware setups
from our initial protocol evaluation, and compare with the adaptivity of Adapt to
these new setups. Specifically, we reran the settings of row 1 from Table 4.1 on a
WAN (RTT=38.7ms, bandwidth=559Mbps) instead of on a LAN, where we placed
two nodes in Cloudlab’s Utah data center on xl170 machines and the other two
nodes in the Wisconsin data center on c220g5 machines. We compared BFTBrain
with fixed protocols and with Adapt in this setup.
The results are summarized under “Row 1 (WAN)” in Table 4.2; the detailed

performance plot of BFTBrain and Adapt is shown in Figure 4.4b. Interestingly,
compared to “Row 1 (LAN)” where Zyzzyva is the best protocol and leads by 15.6%,
running the same workload and fault conditions on WAN with different instance

80



types renders CheapBFT the best protocol, which outperforms Zyzzyva by 28.4%.
The reason is that Zyzzyva commits via the fast path and requires votes from all
nodes, resulting in high end-to-end latency, given the high RTT between some
nodes. CheapBFT, on the other hand, requires a smaller quorum of voters, which
could be co-located inside a single data center, thus achieving lower latency. With
a moderate number of clients (i.e., 50 in our workload), this results in CheapBFT
also achieving higher throughput than Zyzzyva due to finite parallelism. Under
this unseen hardware setup, BFTBrain converges to the best-performing protocol
within 1.58 minutes without requiring data recollection prior to deployment. On
the contrary, Adapt cannot transfer the knowledge it learned on different hardware
setups. As a result, when Adapt is pre-trained with complete data we collected on
“Row 1 (LAN)”, it remains stuck at the sub-optimal decision Zyzzyva.
This experiment demonstrates the operational benefits of BFTBrain when hard-

ware configurations may differ across deployments. BFTBrain can rapidly converge
to the best-performing protocol for new hardware settings without any human inter-
vention. As discussed before, it may not be practical to recollect data and pre-train a
supervised approach such as Adapt on every new hardware setup.

4.8.5 Robustness of BFTBrain

In a Byzantine environment, malicious nodes might arbitrarily manipulate (i.e.,
pollute) their collected metrics in order to misguide the machine learning models.
Our next experiment compares the resilience of BFTBrain and Adapt under data
pollution. We ran the same dynamic benchmark as the “cycle back conditions”
experiment in Section 4.8.3, and compared BFTBrain with Adapt’s performance
under two types of data pollution: slight and severe. In the slight pollution scenario,
only the reward (i.e., throughput) of SBFT was increased to 2.5x of its true value. In
the severe pollution, regardless of the protocol, for every single data point, both its
state and reward were polluted by replacing the true values with random values.
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Figure 4.5: Robustness of BFTBrain against data pollution. The vertical dashed lines
indicate when conditions change. Labels indicate the dominant protocol that Adapt
(before and after pollution) chooses under each setting.

The random value was chosen uniformly between 0 and 5x the maximal true value
for the polluted dimension. Note that when polluting BFTBrain, f learning agents
were malicious and hence reported polluted values as their local measurements;
when polluting Adapt, the malicious centralized entity polluted training data and
distributed the same data to all nodes in the system.
Figure 4.5 shows the number of committed requests with respect to time, under

different types of pollution. Compared to non-polluted scenarios, under slight
pollution, BFTBrain incurs only a 0.7% performance drop, while Adapt suffers
from a 12% drop. Thus, after such slight pollution where only less than 0.01%
of the data population is polluted, BFTBrain outperforms Adapt by 28%. Under
severe pollution, although the f malicious learning agents cause a distribution shift
in BFTBrain’s global state and reward, BFTBrain only incurs a 0.5% performance
drop. The reason is, as proved in Section 4.5.1, the learning-coordination protocol
guarantees that the global feature and reward always fall into the range between
two honest local observations. On the contrary, when all features and rewards can
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Figure 4.6: Learning overhead of BFTBrain in each epoch.

be arbitrarily manipulated by the centralized entity in Adapt, it performs no better
than randomly choosing protocols. In the worst case, a smart pollution strategy
misguides Adapt to pick the worst protocol for each condition (as shown by the
Adapt (severe pollution) line in Figure 4.5), resulting in a 55% performance drop.
In such a scenario, BFTBrain outperforms Adapt by 154%.

4.8.6 Overhead of BFTBrain

Our last experiment evaluates the overhead incurred by BFTBrain’s learning frame-
work. We repeated the “cycle back conditions” experiment in Section 4.8.3, and
plot BFTBrain’s training and inference overhead in each epoch in Figure 4.6. Labels
indicate the dominant protocol that BFTBrain chooses in each segment of the figure.
The training overhead increases quasi-linearly in each segment, but zigzags

across different segments. The reason is that BFTBrain’s training overhead increases
with the number of data points in the experience bucket, and the bucket used for
training (i.e., one out of K2) depends on the previous and current protocol. Within
one segment, since BFTBrain chooses the best-performing protocol dominantly after
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convergence, a certain bucket is selected dominantly and accumulates training data.
The drops of overhead in the figure is caused by BFTBrain’s exploration of other
protocol, resulting in other smaller buckets being retrained. On the contrary, the
inference overhead is always constant with the number of epochs.
We also measured the duration of epochs in this experiment: 0.88s in minimum

and 1.31s in average. During the entire 4-hour deployment, compared to the duration
of epochs, even the maximum training and inference overhead is negligible, due
to the lightweight nature of random forests. More importantly, the learning agent
and validator are two parallel processes. Thus, the overhead of learning does
not adversely affect the node’s throughput, as long as there are some spare CPU
cycles devoted to the learning agent. When BFTBrain is deployed for a longer run,
techniques such as periodic resampling and limiting the size of the experience bucket
can be utilized [109] to control the overhead of learning.

4.9 Summary

Existing BFT protocols lack flexibility and adaptability, leading to suboptimal perfor-
mance in various scenarios. In this chapter, we propose a practical reinforcement
learning-based BFT system called BFTBrain, which dynamically selects the top-
performing BFT protocols in real-time. Our extensive evaluation demonstrates
that BFTBrain significantly outperforms existing solutions under various conditions,
including dynamic environments and adversarial attacks.
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CHAPTER 5

ADAPTING BLOCKCHAIN INFRASTRUCTURE

5.1 Introduction

Blockchains-as-a-Service (BaaS) providers need to guarantee high-throughput ser-
vices over various transaction workloads. While auto-scaling can improve throughput,
the heterogeneity of resource requirements is still a challenge. In the blockchain
domain, smart contracts have been traditionally used to perform memory-intensive

operations such as retrieving customer profiles stored in large databases [52]. How-
ever, recent applications of blockchains in decentralized mobility service [76], food
dissemination [116, 140, 97], carbon pricing [49], and communication security [63]
require smart contracts with the ability to perform classification and regression.
These tasks, usually accomplished by machine learning algorithms, demonstrate the
need for supporting compute-intensive workloads in blockchains. Moreover, a smart
contract can interchangeably be compute- and memory-intensive at different times
and execution stages. Deploying smart contracts with diverse hardware demands
in a BaaS setting requires rethinking existing system architectures to enable the
flexibility of scaling compute and memory resources independently and elastically.
Data center resources have been traditionally arranged in monolithic servers.

These servers contain limited compute, memory, and storage resources for processing
independent jobs or partitions of jobs. Resource disaggregation is a recent trend
in data center design [120, 143, 142, 68]. In a disaggregated data center (DDC),
resources are reorganized from servers to physically distinct pools that are dedicated
to processing, memory or storage. All nodes, regardless of type, might include a
small amount of ancillary processing and memory resources to run simple control
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software. As a result of disaggregation, processing nodes will continually “page”
memory from remote nodes into and out of its small on-board working set, write
chunks to remote disks, or farm out tasks to remote CPUs. To each program running
in this environment, the system provides the illusion of a near-infinite pool of any
resource [66].
Resource disaggregation is an ideal solution to the diverse resource requirements

of BaaS workloads. DDCs allow operators to upgrade and expand each resource
independently. For instance, if a new processor technology becomes available or
if compute-intensive smart contracts require additional CPUs, the operator can
deploy additional compute nodes without upgrading memory nodes or worrying
about compatibility between different components. Likewise, memory-intensive
smart contracts can scale up by adding more memory nodes. Moreover, DDCs
promote efficient resource utilization and prevent fragmentation because they can
allocate different resources separately from the corresponding pools. This feature
can improve the resource consumption of BaaS workloads. For example, suppose a
customer’s blockchain application requires more memory. Instead of rigidly allocating
or migrating to a VM with a fixed CPU count and memory, a DDC-enabled blockchain
service can simply provide more memory resources to the application on the fly from
the memory pool.
In this chapter, we present FlexChain, a novel disaggregated permissioned block-

chain infrastructure that leverages recent innovations in DDCs. FlexChain’s design
is based on a few key insights. We observe that the XOV architecture used in
Hyperledger Fabric [20] and several other permissioned blockchain systems [73,
121, 119] lends itself naturally to disaggregation. First, the simulation (X) and most
of the validation (V) stages are inherently parallelizable, leading to a design where
we can auto-scale these stages to arbitrary numbers of CPU cores in the compute
pool. Second, most of the blockchain state resides in key-value stores, which can
be hosted in the memory pool. This design will reduce the need of storing and
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retrieving data to and from the disk because there is sufficient memory for buffering
the working sets of transactions.
Hence, FlexChain designs a tiered key-value store and leverages auto-scaling

to achieve both memory and compute elasticity. Remote memory connected by a
high-speed network is used as a cache for data stored on disk. Read/write and buffer
eviction protocols all need careful designs to ensure correctness. As smart contract
executions are amenable to parallelization in a DDC, sequential conflict check and
world state update in the validation stage of XOV would become the bottleneck. We
further adopt a concurrency control mechanism to parallelize the validation stage.
We experimentally evaluate both the operational and performance benefits of

disaggregation. Our comparison between FlexChain and traditional distributed
architectures demonstrates that disaggregating complex distributed systems like
blockchains is not only feasible (achieving comparable or even better performance),
but also preferable (achieving independent elasticity for hosting diverse workloads
and better resource utilization).
In summary, the key contributions are as follows:

• Blockchains on DDCs. For the first time, we explore how different compo-
nents in a permissioned blockchain system should be redesigned for resource
disaggregation.

• Tiered world state. We design a tiered key-value store based on disaggregated
memory and storage that provides elasticity for scaling the blockchain world
state.

• Parallel validation stage. We leverage a dependency-graph-based concurrency
control mechanism to fully parallelize the validation stage.

• Prototype and evaluation. We implement a prototype of FlexChain and
evaluate its benefits with realistic benchmarks. Our results demonstrate that
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FlexChain achieves optimal resource utilization for diverse blockchain work-
loads with minimal performance overhead.

5.2 Motivation and Background

We provide a brief background on emerging smart contracts, DDCs, and blockchain’s
XOV architecture.

5.2.1 Emerging Smart Contracts

In data-intensive smart contracts, as shown in BlockBench [52], increasing the
number of users/records stored on the blockchain as well as processing large records
(common in government data, medical data, etc.) level up disk activities significantly.
Disk paging, however, should be avoided in order to maintain performance at a high
level, which can be made possible by enlarging the memory to accommodate the
working sets of transactions (as shown in Figure 5.7). This leads to the memory-
intensive characteristic of many smart contacts. This section mainly focuses on
outlining an emerging class of compute-intensive smart contracts.
The World Food Program (WFP) has put together a pilot program in the Azraq

refugee camp in Jordan where refugees have their identities stored on a blockchain
[9, 140, 97]. The blockchain is used not only for food dissemination but also for
detecting possible corruption and food siphoning. The blockchain defines computer
vision and image recognition functions in its smart contracts for various purposes.
In particular, the blockchain uses retina scans for identifying refugees, K-Means
clustering for image segmentation, and k-nearest neighbor (KNN) calculations to
determine food distribution strategies in a decentralized fashion.
Image segmentation (commonly accomplished with K-Means clustering and

its variants) and its applications such as face detection, fingerprint detection, iris
recognition [83], pedestrian detection, and locating tumors in medical imaging
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Figure 5.1: Profiling results of compute-intensive and memory-intensive smart
contracts (on an Ubuntu server with a 20-core Intel(R) Xeon(R) Silver 4114 CPU
and 64 GB of RAM).

[133] have also been used in many smart contracts [98]. In general, machine
learning and artificial intelligence in smart contracts have been proposed for a wide
range of applications, including carpooling [48] (to match passengers and drivers
[59]), countermeasure against DDoS attacks in 5G [64], games [48], and carbon
pricing [48]. AI-driven blockchains have also received some commercial traction
[10].
Finally, as an appealing application, consider a healthcare use case where the data

is stored on a blockchain [13, 84] to provide stronger security properties. Machine
learning is useful for classifying medical documents or other forms of healthcare
data (e.g., EEG and ECG) while blockchains safeguard the integrity of the data.

5.2.2 Profiling Smart Contracts

To motivate a disaggregated design in the blockchain domain, we have characterized
two smart contracts running on Hyperledger Fabric [20]. Figure 5.1 depicts the
results where the Fabric is configured with two peers (deployed on separate docker
containers), one orderer, and uses LevelDB [7] as its underlying database.
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• Compute-intensive K-Means prediction contract. The K-Means prediction
contract starts off with 20 randomly seeded clusters for 10000-dimension
data. Prediction queries are issued at a rate of 10 per second, and each query
represents a user submitting a request with a new vector. The contract finds and
returns the nearest cluster from the pre-trained clusters. The CPU utilization
and memory utilization are 91% and 1 GB respectively. In this experiment,
the K-Means training is done off-chain. If this were done on-chain, the CPU
utilization would be even higher.

• Memory-intensive key-value storage contract. In the second smart contract,
each transaction interchangeably initiates 80% reads, 10% insertions, and 10%
updates on records of size 80 KB at a rate of 1500 transactions per second. CPU
and memory utilization are 10% and 10 GB respectively.

The input parameters (i.e., the high dimensionality for K-Means and large records
for KV-store) that are used in the above experiments are consistent with the emerging
use cases of smart contracts described in Section 5.2.1. We observe extreme variation
in the utilization of CPU and memory resources. These results demonstrate the need
for a more efficient solution for scaling smart contracts in a BaaS environment —
one that can scale CPU and memory resources flexibly and independently.

5.2.3 Resource Disaggregation

Resource disaggregation is an architectural style where the resources of a data center,
traditionally spread across every server, are partitioned into physically distinct pools
of resources connected with a fast network fabric such as RDMA over InfiniBand,
as illustrated in Figure 5.2. While today’s data centers commonly support storage
disaggregation, a defining feature of DDCs is the full-scale disaggregation of resources
including memory. The operational benefits of DDCs are vast, such as independent
expansion, independent allocation, and independent failures [21, 122, 68, 120].
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Figure 5.2: An illustration of resource disaggregation. Same type of resources are
centralized in a resource pool. Resource pools are disaggregated and connected by a
fast network.

Pools hosting each type of resource typically contain a small amount of other
resources, e.g., low-frequency CPUs in the memory/storage pools that manage local
resources and process accesses, or a modest amount of DRAM in the compute pool
that caches data. However, coordination across pools spanning different resource
types is needed.
In exchange for those benefits, DDCs convert a subset of what used to be local

memory and device accesses to remote accesses. While the latest InfiniBand networks
are undoubtedly very fast (sub-600 ns latency at 200 Gb/s [11]) and some proposals
have advocated for new network substrates [122], both are, nevertheless, slower
than accessing resources on the same motherboard. However, these performance
penalties are offset by the substantial operational benefits one can achieve.

5.3 FlexChain Architecture

Figure 5.3 shows the overall architecture of FlexChain, the first disaggregated per-
missioned blockchain system. In this section, we first introduce the key differences
between FlexChain and a generic XOV blockchain system running on monolithic
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Figure 5.3: FlexChain architecture. For simplicity, we only present the workflow of
logical peer p1.

servers, and then describe the transaction flow of FlexChain, followed by the cross-
data center deployment of FlexChain.

5.3.1 Comparing FlexChain with Generic XOV

Traditional XOV blockchains, e.g., HyperLedger Fabric [20], operate at the level
of peers, where each peer runs on a single monolithic machine. XOV blockchains
maintain the world state in a versioned local key-value store that is replicated on
every peer. The world state stores all the information needed by blockchain users,
e.g., medical records or bank accounts. Each peer retrieves and updates its own
copy of the world state in the execution (X) and validation (V) phases without any
synchronization with other peers. These interactions are the major data-intensive
operations in XOV blockchains, and might become the bottleneck when memory is
insufficient (Section 5.6.3). Data that is more transient in nature (e.g. read/write
set, received blocks, intermediate data during computation) is unlikely to be reused
across transactions and is maintained in the main memory instead of the key-value
store. In traditional XOV blockchains, a separate set of nodes, called ordering service
nodes (OSNs), are used to establish consensus on the order of transactions. These
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OSNs also run on monolithic servers.
Similar to generic XOV blockchains, FlexChain operates at the level of virtual

peers, or logical peers1. However, there are two key differences between FlexChain
and generic XOV:

• Peer disaggregation. In FlexChain, a logical peer runs in a disaggregated
setup on multiple compute nodes (cNode), memory nodes (mNode), and
storage nodes (sNode). Each hardware component (i.e., compute, memory, or
storage) can also provision resources for more than one logical peer. FlexChain
users interact with a peer in the XOV paradigm, but they do not know which
physical components their smart contracts run on. In FlexChain, ordering
service nodes continue to run on traditional monolithic server machines, since
they are bottlenecked by the consensus protocol that is bandwidth-intensive.
Disaggregating ordering service nodes would overburden the network.

• World state disaggregation. Instead of using a local key-value store, Flex-
Chain disaggregates world state using a three-tier architecture that combines
compute-local memory, remote memory, and remote storage. In particular,
temporary data is kept in local memory, because such data is small and unlikely
to be reused across transactions. Spilling temporary data to remote memory
can only complicate memory management.

5.3.2 Transaction Lifecycle in FlexChain

We now describe Figure 5.3 in detail, by tracing through the lifecycle of a FlexChain
transaction. FlexChain consists of a load balancer, a compute pool, a memory pool,
a storage pool, and ordering service nodes. The load balancer is responsible for
dispatching client requests to different cNodes in the compute pool. The cNodes

1In the rest of the paper, we use "peer" to denote a server node in generic XOV, as well as a logical
peer in FlexChain.
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perform smart contract execution (X), endorsement policy evaluation (V1, i.e., the
first stage in validation), conflict check (V2), and world state update (V3) tasks as
assigned by the load balancer and OSNs. The mNodes, on the other hand, are
responsible for storing each peer’s own copy of world state. The sNodes store the
blockchain ledger and the world state evicted from mNodes. OSNs are responsible
for ordering transactions and optionally constructing a dependency graph for each
block.
Step ❶: To initiate a transaction, a client sends a message <req, p1> to the load
balancer where req is the request content and p1 is the receiver peer determined by
the endorsement policy. The load balancer is a fault-tolerant component that serves
as the monitoring and management plane in the BaaS. It keeps track of the utilization
and status of all resource nodes, i.e., cNodes, mNodes, and sNodes, as well as the
mapping from resource nodes to logical peers. The utilization and status are updated
via heartbeats, and the mapping is updated when the user provisions/destroys a
new logical peer and when a peer scales up/down its resources.
Step ❷: FlexChain allows multiple cNodes for a peer. In our example, cNodes
c1, c2, c4 are provisioned for peer p1, so they can perform computation stages (X,
V1, V2, and V3) belonging to p1. When processing compute-intensive workloads,
FlexChain can allocate even more cNodes via elastic scaling. The load balancer
dispatches the received request to the least loaded cNode belonging to p1. For the
transaction in the example, cNode c1 is selected. The set of provisioned CPU cores
on cNode c1 then perform the execution phase of req for p1, by interacting with p1’s
copy of the world state that is primarily stored in the remote memory pool. At this
stage, cNode c1 only reads from the world state and computes the resulting read set
and write set. It does not update its world state. When the execution is over, cNode
c1 sends the endorsement, i.e., the signed read and write sets, back to the client.
Step ❸: Upon receiving enough endorsements for req (as specified by the endorse-
ment policy), the client assembles a transaction and submits it to the OSNs. The
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transaction contains the set of endorsements, the smart contract operation that
includes parameters, and other metadata. The ordering service totally orders trans-
actions and generates a transaction block. Optionally, it constructs a dependency
graph for each block.
Step ❹: Once a transaction block Bi has been generated, OSNs send the block to
every logical peer for validation and commitment. For example, in order to send
block Bi to p1, OSNs send block Bi to the current most spare cNode (cNode c4 in
our example) belonging to p1, so that the cNode can perform endorsement policy
evaluation (V1) on the transactions within the block in parallel. Endorsement policy
evaluation is a compute-intensive task as pointed out by [130, 127]. The complexity
of the endorsement policy, which is defined by the application, affects the time and
resources taken to verify signatures and evaluate the policy.
Step ❺: Upon finishing the endorsement policy evaluation, cNode c4 sends a message
<Bi, Bitmaski> to the primary cNode for p1 (cNode c2 in our example), where
Bitmaski is the consequent validity bit mask of block Bi. Every peer in FlexChain
has a primary cNode, which is the first provisioned cNode for this peer and selected
by the load balancer when the user launches the peer.
The load balancer can detect the primary failure, select a new primary for the

affected peer, and immediately inform the OSNs of the update. Since FlexChain uses
a write-through design for the local data cache, as described in Section 5.4, the new
primary can seamlessly utilize the world state stored in the remote memory pool as
it is guaranteed to be up-to-date.
Steps ❻ and ❼: There is a centralized validation manager running on the primary
cNode c2, which is responsible for performing/coordinating the last two stages of
validation: conflict check (V2) and world state update (V3). During conflict check of
a transaction, the versions of the keys recorded in the read set field are compared to
those in the current world state in the remote memory pool. If the versions do not
match, the transaction is marked as invalid. The world state update only happens for
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a transaction if it is marked as valid in both V1 and V2. If so, its write set is applied
to the current world state. After V1, V2, and V3 are performed for all transactions
in block Bi, the primary cNode c2 writes Bi with its updated validity bit mask into
remote storage.

Parallel validation2. FlexChain supports both sequential and parallel validation.
Sequential validation has already been used in XOV blockchains while parallel
validation is an optimization we develop for FlexChain (Section 5.5 describes the
details).
In sequential validation, the validation manager itself validates (V2 and V3)

transactions within each block sequentially. However, in parallel validation, in
addition to sending block Bi to cNode c4 in step ❹, OSNs also send a dependency
graph Gi that captures the data dependencies between the transactions in block Bi

to the primary cNode c2. The validation manager then uses the dependency graph
Gi to spawn multiple validation workers. Different workers perform V2 and V3 for
different transactions in parallel. The validation manager monitors the load and, if
necessary, dispatches validation workers to other cNodes provisioned for this peer.

The disaggregated design of FlexChain enables elastic scaling when process-
ing workloads of various resource demands. For example, when p1 is serving a
compute-intensive workload, the load balancer monitors the average utilization of
all provisioned cores for p1. If the utilization rises above a certain threshold, the
load balancer launches an idle compute node for p1. Similarly, when p1 is serving a
memory-intensive workload, the space manager on the memory controller monitors
the memory pressure and allocates more slabs for p1 in the memory pool if necessary.

2We refer to the second and third stages of validation, namely conflict check and state update (V2

and V3 in Figure 5.3). The first stage of validation (V1) is already parallelized.
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5.3.3 Cross-Data Center Deployment

A permissioned blockchain system often involves several parties, such as enterprise
users (which we call peers) typically located on multiple data center infrastructures.
In that spirit, we demonstrate a cross-data center deployment of FlexChain where
peers are distributed in different data centers. For instance, a logical peer p1 can be
hosted in data center DC1, p2 in DC2, and p3 in DC3, etc., where each data center
is still organized in the form of three RDMA-connected local resource pools. This
approach is made possible by the design choice of disaggregating peers: while a
single logical peer can not span multiple data centers due to the stringent network
requirement between resource pools, different logical peers can be freely hosted
in different data centers. This way, FlexChain still maintains its elasticity and high
resource utilization. Specifically, in BaaS, there are a large number of blockchain
instances running simultaneously, where peers of each instance may span across
multiple data centers, e.g., b1p1 (representing peer p1 in blockchain instance b1),
b2p1, b3p2 are running in DC1 while b1p2, b2p2, b2p3, b3p1 are running in DC2. Using
FlexChain, each data center can still flexibly scale up/down resources for each
peer according to the workload that it processes to improve performance and avoid
wasting resources.
Each data center has its own load balancer in a multi-data center deployment.

These load balancers periodically exchange resource utilization statistics within
each data center and peer allocation information (which data center hosts which
peers). The statistics help to decide where to launch a new peer/blockchain instance,
as a higher level of load balancing across data centers. With the peer allocation
information, clients can submit their requests to the nearest data center (or a cached
target known to host the endorsing peer). The receiver data center will forward the
request to whoever hosts the peer if needed.
It is also possible to deploy OSNs over multiple data centers. However, the

consensus protocol that FlexChain currently uses, i.e., Raft [111], is not designed for
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Geo-distributed deployment. Separating the OSNs would require the implementation
of high-performance global-scale consensus protocols such as GeoBFT [82], which
we leave for future work.

5.4 Disggregating World State

This section discusses how FlexChain disaggregates its world state. The blockchain
world state has been implemented using a key-value store in the XOV architecture.
In FlexChain, each peer’s copy of the world state might span the local cache on
compute nodes, the remote memory pool, and the remote storage pool. In addition
to serving as a regular application-level buffer, the local cache on a compute node is
also pre-registered to the NIC as an RDMA memory region. This arrangement avoids
extra memory copy when performing RDMA operations to remote memory, and thus
can speed up world state accesses. The world state is primarily stored in remote
memory, which is slower than the local cache but much faster than remote storage.
Although users can scale up remote memory regardless of compute resources, the
expense of using DRAM is significantly higher than that of using secondary storage
such as disks. For that reason, FlexChain allows its users to set a limit on the remote
memory size according to their own budget. Once approaching the limit, some cold
world state will be evicted from remote memory to remote storage to make room
for the hot state that is newly written. More importantly, it is necessary to store the
world state in remote persistent storage in order to achieve fast recovery when a
memory node fails.
In the remainder of this section, we first describe each component in the dis-

aggregated world state of FlexChain in greater detail, followed by the read/write
procedure, and then the buffer eviction. Our discussions are with respect to one

logical peer, p1 in our example. All peers follow the same steps to work with the
disaggregated world state.
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Figure 5.4: p1’s view of the disaggregated world state. For simplicity, we only show
the data flow related to cNode1.

5.4.1 Overview

Figure 5.4 shows p1’s view of the disaggregated world state spanning remote memory,
remote storage, and the local memory on its compute nodes.

Remote Memory

We manage remote memory by dividing it into control and data planes as follows.
Data plane. On the data plane, remote memory is managed in the unit of slab (1GB
each in our implementation). To reduce the overhead of memory registration that
requires pinning physical RAM, these slabs are registered to RDMA NICs when
memory nodes boot up. Within a slab, different versions of a record form a linked
chain. This helps compute nodes to get the latest value by walking the chain, without
the need of consulting the control plane every time. Doing so avoids overburdening
the memory controller that has limited CPUs.
Control plane. The control plane includes a hash table that maps a record to its latest
address on the data plane (also called remote address), the address manager, the
space manager, the bookkeeping agent, and the eviction manager. The latter four
modules are running as different threads on the memory controller. Sections 5.4.2
and 5.4.3 describe them in detail.
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Remote Storage

Remote persistent storage maintains the blockchain ledger and the world state.
Blockchain ledger. For the sake of stability, each peer in FlexChain appends its latest
block in the blockchain ledger to the block store in remote storage.
World state. Unlike generic XOV where each peer maintains its world state on a
persistent disk, FlexChain maintains the major part of the world state on volatile
remote memory. Consequently, when the remote memory fails, a peer needs to
replay the entire chain of blocks stored on remote storage to recover the world
state. FlexChain avoids this by offloading block materialization to remote storage,
using the multi-layer structure and compaction of SSTables [40] (an efficient on-disk
representation of key-value pairs). Specifically, the block store keeps a savepoint,
which is the id of the latest block that has been materialized into level 0 of the
world state. In the materialization process, the write sets of all valid transactions
in a block (as indicated by the validity bitmask) will be added to an SSTable in
sequence. With this design, the peer recovers by materializing only subsequent
blocks in its blockchain ledger whose id is larger than the savepoint into level 0. After
materializing its own ledger, the recovering peer asks other peers in its organization
about the current block height and fetches missing blocks. The fetched blocks
are verified, appended to the peer’s own blockchain ledger, and then materialized
similarly.
The materialized SSTables on level 0 have overlaps, i.e., multiple versions of a

record are all kept on disk and can spread across different SSTables. As a result,
when reading a record from remote storage, we need to iterate through all SSTables
on level 0 in the worst case. If we can reduce data overlap, the number of SSTables
on level 0 will decrease, which facilitates reading a record from remote storage
after a peer recovers from memory failures. To that end, the storage nodes perform
major compaction in the background. The major compaction process clears every
SSTable in level 0 and combines them into new SSTables in level 1, where there
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are no overlaps. The multi-level structure and compaction algorithms we use here
are similar to LevelDB [7]. The key difference is that when a failure occurs, our
offloaded materialization process avoids replaying from the beginning of the log.

Local Memory

Each compute node has a metadata cache and a local data cache.
Metadata cache. In the compute-local memory, the metadata cache maps a key, e.g.,
key1, to its remote address on the chain. If key1 has a cache hit, this prevents the
compute node from contacting the address manager on the control plane of remote
memory when reading the record. The mapping for key1 is updated when the
compute node either writes a new record for key1, or observes an update made by
other compute nodes (when it performs a chainwalk to read the latest version). The
metadata cache also keeps an LRU list to keep track of LRU keys on this compute
node.
Local data cache. The local data cache contains a contiguous memory region that is
registered to the RDMA NIC in advance, in order to perform RDMA transfers. It also
serves as a cache for smart contracts to accelerate world state lookups. FlexChain
uses an address hash table and an LRU list to manage the local data cache. The
address hash table maps a remote address to an iterator that points to an entry in
the LRU list. The entry contains the remote address, the corresponding local address
in the registered memory region, and other control information. With this design,
when FlexChain wants to read a record stored in remote memory, it first looks up its
local data cache to see if that buffer has already been cached locally.

5.4.2 Read/Write Procedure

RDMA supports one-sided and two-sided communication patterns. One-sided RDMA
operations allow one node to directly access the memory on another node without
involving the latter’s CPUs. Two-sided RDMA operations involve both sender’s
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and receiver’s CPUs, where both sides need to either poll the completion queue
or use the slower event-driven notifications. Thus, one-sided RDMA usually has
better performance and consumes fewer CPU resources on the receiver node. In our
read/write procedure, we use one-sided RDMA (to a feasible extent) to optimize
performance and minimize the burden of CPUs on remote memory controllers.
Read procedure. The compute node first looks up the metadata cache to see if
the remote address of the key it wants to read is already known. If not, it issues a
two-sided RDMA request to ask the address manager on the control plane. If the
remote address is not found on the control plane either, the compute node asks the
storage node to search for this key on SSTables. If the record is in remote memory
and hence its remote address is known, the compute node looks it up in the local
data cache. If there is no local cache of this record, the compute node will allocate
a buffer in the local data cache and perform a one-sided RDMA read to fetch the
record from the remote buffer. The compute node next checks the validity flag stored
in the header field (which is set to False during buffer eviction). If it is invalid, the
compute node will retry the read procedure after a backoff time. Once a valid record
has been cached in the local data cache, the compute node checks if the header
is NULL (which means this is the latest version); if not, it performs a chainwalk by
repeatedly fetching the next remote address specified by the header, until finding
the latest version. Finally, both local metadata cache and data cache are updated.
Write procedure. FlexChain performs out-of-space updates as follows. When updat-
ing a record, FlexChain writes it into a newly allocated remote buffer, and then links
it to the old records on the chain of this record. This design allows FlexChain to deal
with variable-length key-value records easily and ensures writes do not block reads
on the data path. Concurrent reads and writes to the same key are common in both
generic XOV blockchains and FlexChain, due to their optimistic concurrency control
mechanism.
The compute node first issues a two-sided RDMA request to the space manager
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on the control plane, asking for a free buffer to write the new record in remote
memory. It then allocates a buffer in the local data cache in order to perform the
RDMA transfer. After writing the record in the local data cache and updating the
metadata cache, the compute node issues a one-sided RDMA write request (with
immediate value) to write the record into remote memory.
The bookkeeping agent on the control plane will be notified with the immediate

value, which embeds the buffer offset and length. The agent then locks the written
key in the control plane and checks if this key already exists (as it might have been
evicted) in the control plane. If so, the record is linked to the previous version, and
the hash table on the control plane is updated. If this key does not exist, a new entry
will be added to the hash table. The agent then releases the lock and sends a reply
to the compute node. Once the compute node gets a reply from the bookkeeping
agent, it invalidates other compute nodes provisioned for the same peer, by notifying
them of the updated key and new remote address. Upon receiving an invalidation
request, a compute node checks if its local data cache has a cached record for this
key. If it has and the header is NULL, the compute node will update the header in
the cached record to point to the new remote address. A record is considered as
committed only if the compute node has received all invalidation responses. This
mechanism ensures that every committed record will be seen by other compute
nodes, preventing them from reading outdated cached records. Optionally, under an
update-heavy and skewed workload, in-memory garbage collection can be enabled
to recycle old-version records in the background.

5.4.3 Buffer Eviction

The buffer eviction for remote memory is an expensive operation because it needs to
write dirty records to SSTables in the remote storage pool, which involves both disk
flushing and network round trips. However, this is an inevitable operation when
the amount of memory used has reached the upper bound specified by the user. To
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alleviate its negative performance impact on the critical read/write path, FlexChain
appoints a background eviction manager to periodically perform buffer eviction. The
eviction manager is triggered if the number of free addresses drops below a certain
threshold.
Due to the use of one-sided RDMA operations, the control plane is not able to

keep an LRU list of keys to evict. To resolve this, once the eviction manager is
triggered, it first asks the compute nodes provisioned for the peer for the locally
recorded cold keys, and then unions them to derive the keys to evict. The eviction
manager next locks the keys to evict on the control plane and sets the validity flag in
the record headers to False. This ensures atomicity during the eviction process by
preventing the evicted records from being updated or read. Otherwise, there might
be inconsistencies among compute nodes, memory nodes, and storage nodes, e.g., a
newly written record is considered as evicted on the control plane, but it has not
been flushed to remote storage. The eviction manager then sends the latest version
of the evicted records to remote storage and writes them into SSTables on level
0. Once the persistence to SSTables completes, the eviction manager deletes these
keys from the control plane and invalidates them on the compute nodes provisioned
for the peer. Specifically, the manager notifies the compute nodes to mark their
locally cached remote addresses and records as outdated. The evicted buffers are
now marked as free and can be re-allocated by the space manager. Finally, the locks
are released, and the validity flags are set to True.
The eviction procedure implicitly interacts with the block materialization process,

since both of them write to SSTables in remote storage. To save disk space and
improve eviction performance, when adding a record to SSTables during eviction,
FlexChain compares the version of the record (represented by the block id and
transaction id) with the savepoint. If the block is older than the savepoint, FlexChain
skips the record since it has already been persisted. More importantly, to avoid
stale versions overwriting the latest version, FlexChain keeps track of the evicted
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keys along with their versions. During block materialization, FlexChain checks the
current block id and its keys. If there is a newer version of the key that has already
been evicted, FlexChain skips the materialization of the key. This is necessary since
during the compaction, records newly added to SSTables will overwrite previous
records of the same key.

5.5 Parallelizing Validation

As discussed in Section 5.3, the validation phase consists of three main steps: en-
dorsement policy evaluation (V1), conflict check (V2), and world state update (V3).
FlexChain can dynamically scale up CPU cores and remote RAM according to the
workload. As a result, the execution phase (X) and endorsement policy evaluation
(V1) are no longer the bottleneck. However, unlike the execution phase that processes
transaction proposals in parallel, the traditional design of the validation manager
processes transactions within a block sequentially: it picks transaction ti, performs
conflict check (V2) and, if valid, updates the world state (V3); then picks the next
transaction ti+1 and repeats until all transactions are validated.
This sequential approach bottlenecks the performance of FlexChain due to the

high latency in fetching/committing to the world state, as incurred by the read/write
procedure. Hence, to maximize the end-to-end throughput of FlexChain, we leverage
dependency graph-based techniques to fully parallelize validation: for transactions
with no data dependencies, FlexChain will validate them (V2 and V3) in parallel.
The next sections detail our techniques.

5.5.1 Dependency Graph Construction

Dependency graph-based concurrency control has been shown to be effective in
database management systems [61, 62, 138] and blockchains [17]. In FlexChain,
by capturing dependencies between transactions, conflict check (V2) and world state
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update (V3) steps can be performed for a transaction as soon as all its predecessors
in the dependency graph have been committed or aborted. Given a transaction block
B, dependency graph G(B) = (T,E) is a directed acyclic graph where T denotes
the set of transactions within B that are marked as valid in the Validation System
Chaincode (VSCC) step (V1), and (ti, tj) ∈ E if and only if ti is ordered before tj,
ti and tj are conflicted, and there is no transaction tk between ti and tj in B such
that tk conflicts with both ti and tj. The dependency graph, therefore, captures
write-read (WR), read-write (RW) and write-write (WW) conflicts.
We illustrate three types of conflicts using an example. Suppose the validation

manager on peer p1 receives a block B = [t1, t2, ..., tn] from the ordering service
nodes. First, if there is WR conflict between t1 and t2, i.e., t1 updated keyA to
vi and t2 reads keyA with a version older than vi (this is because t2 is simulated
before t1 enters the validation phase), then t2 must be marked as invalid during
validation since it reads a stale version. Thus, we need an edge (t1, t2) to ensure t2
will be validated after t1. Otherwise, some peer p2 may validate t2 before t1 due to
scheduling, possibly marking t2 as valid, which is inconsistent with peer p1. If there
is RW conflict between t1 and t2, similarly an edge (t1, t2) is needed. Finally, if there
isWW conflict between t1 and t2, i.e., t1 updates keyA to vi while t2 updates keyA to
vi′ , an edge (t1, t2) is needed to ensure eventual consistency of keyA across all peers.
Note that since the dependency graph is acyclic, i.e., edges are added from older
transactions to newer ones, the resulting schedule is conflict serializable where an
equivalent serial schedule can be given by the topological sort of the dependency
graph.
FlexChain constructs the dependency graph in the ordering stage. The ordering

service nodes of FlexChain, similar to Hyperledger Fabric, use the crash fault-tolerant
protocol Raft [111] to establish consensus on the order of transactions. Since we
assume ordering service nodes are honest, i.e., they might crash but they do not
behave maliciously, it is sufficient to construct the graph only on a single node, e.g.,
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Algorithm 3 Parallel Validation (V2 and V3)
Input: A block B and its dependency graph G(B) = (T,E)

1: Initialize SetW ← T and Set C ← empty

2: while W is not empty do
3: for Transaction t inW do

4: if all Predecessor(t) in C then

5: Remove t fromW

6: Trigger ValidationWorker(t)
7: end if

8: end for

9: end while

10: Thread ValidationWorker(t):
11: if CheckConflict(t) is false then
12: UpdateState(t)
13: end if

14: Add t to C

the leader. Specifically, apart from the currently running Raft instances, the leader
embodies a block formation thread. Once a transaction tn is committed (i.e., the
leader receives confirmation from the majority that the entry has been replicated
and applies the entry to its log), the block formation thread checks conflicts between
tn and any transaction tj(1 ≤ j < n), resulting in incremental graph construction.
This approach minimizes the sequential validation bottleneck because (1) the block
formation thread operates on a monolithic server and uses local data, and (2) the
graph construction, which is sequential, is integrated into the block formation, which
is inevitably sequential.

5.5.2 Concurrency Control

The primary cNode of each peer has a centralized validation manager that launches
validation workers from a local thread pool. The validation manager assigns transac-
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tions within a block to validation workers based on the dependency graph of the
block. Algorithm 3 demonstrates the parallel validation of transactions. Specifically,
the validation manager maintains a setW as transactions to be validated and a set C
as transactions completed by validation workers. The validation manager repeatedly
checks each transaction t in W . If all t’s predecessors have been validated, the man-
ager assigns t to the least-loaded validation worker, which adds t to C upon finishing
the validation. FlexChain also allows the validation manager to dispatch validation
workers to other cNodes to further benefit from the elastic compute resources.

5.6 Evaluation

Our evaluation aims to answer the following questions:

1. How well does the elasticity of FlexChain handle different blockchain work-
loads? What operational benefits does it provide for the users? (Section 5.6.2)

2. How well does FlexChain perform when compared to existing XOV blockchains
that are deployed as traditional distributed systems? (Section 5.6.3)

3. How does the extent of disaggregation (e.g., the cache size in the compute
pool and the CPU clock speed in the memory pool) affect the performance of
FlexChain? (Section 5.6.4)

4. Does FlexChain retain its performance improvements when it is deployed
across multiple data centers? (Section 5.6.5)

5.6.1 Experimental Setup

We have implemented a prototype of FlexChain in C++. We use libibverbs [8] for
all RDMA communications that are specific to a disaggregated system. libibverbs
enables user-space processes to utilize RDMA and provides fine-grained control over
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hardware to achieve optimal performance. In FlexChain, RDMA is used for com-
munications between compute and memory nodes, and between different compute
nodes. In addition to RDMA for disaggregation, we use gRPC over regular Ethernet
for other communications in an XOV blockchain, such as messages between orderers
and peers. For the disaggregated storage in FlexChain, we use LevelDB [7] for its
highly optimized compaction performance.
Although we cannot directly use Hyperledger Fabric [4] due to the lack of RDMA

support in Go (the language that implements Fabric), we have implemented an XOV
blockchain that is consistent with the design of Fabric in C++, which achieves even
better performance than Fabric as we show shortly.
Testbed. Our testbed consists of 20 c6220 bare-metal machines on CloudLab [56],
each with two Xeon E5-2650v2 processors (8 cores each, 2.6Ghz) and two 1TB SATA
3.5” 7.2K rpm hard drives. These machines are connected by two networks, each
with one interface: (1) an Infiniband network that achieves 56 Gbps bandwidth,
using Mellanox FDR CX3 NIC and Mellanox SX6036G switches; (2) a 10 Gbps
Ethernet commodity network. This testbed allows us to emulate a compute pool
with 192 cores, a memory pool with 192 GB RAM, and a storage pool with 4TB HDDs.
In our experiments, unless otherwise specified, we run a single blockchain channel

that consists of 3 peers and uses Raft [111] as the consensus protocol, with 3

orderers and a batch size of 200. To minimize the end-to-end latency, we use the
smallest block size that maximizes throughput for each experiment. To measure the
highest throughput, we increase the number of clients in the system until the rate of
committed transactions per second (tps) reaches its maximum value. All numbers
are the average over three runs.
Workloads. In our experiments, we use three types of workloads: YCSB, Small-
bank, and a machine learning workload. In the YCSB benchmark, we preload the
blockchain with a number of records and issue frequent requests to the key-value
store with different ratios of read and write operations. In Smallbank, we implement
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a smart contract that transfers money between bank accounts. The smart contract
preloads the blockchain with a number of users, each with a checking account and a
savings account. In each run, we randomly pick one of the five modifying transactions
with probability Pw and the reading transactions with probability 1− Pw.
Both YCSB and Smallbank mirror the benchmarks described in Blockbench[52].

These benchmarks are memory-intensive and do not truly stretch compute resources.
In our third benchmark, we utilize a smart contract that performs the same compute-
intensive operations as in the World Food Program [9, 140, 97]: here, we inter-
changeably run two transactions: (1) updateProfile(), which is write-only and em-
ulates refugee profile updates to the world state, and (2) getFood(), which performs
K-Means computation to conduct image classification and determine food distribu-
tion. The getFood() transaction requires reading data points from the blockchain
world state, performing K-Means computation, and finally, writing the result back to
the world state.
We describe the specific parameters we use for each workload in each experiment

in the following sections.

5.6.2 The Elasticity of Disaggregation

Compute scaling. Our first set of experiments aims to demonstrate that given a

compute-intensive smart contract, FlexChain can scale up compute resources to achieve

better performance while leaving the amount of provisioned RAM unchanged. This
is a key operational benefit of DDCs that is not easily achievable in a traditional
setup. We use the food distribution smart contract as a representative workload. The
smart contract runs the updateProfile() transaction with 5% probability, and the
getFood() transaction with 95% probability. In each transaction, we access the world
state based on a uniform distribution. We setK = 20 in K-Means, epoch= 2000, data
dimensions = 100, and the convergence threshold τ = 0.01. For each peer, we fix the
local cache size on the compute nodes of this peer as 200MB and its remote memory
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Figure 5.5: (a) Compute and (b) Memory scaling throughput.

size as 8GB. We vary the number of CPU cores each peer uses in the compute pool
and measure the throughput.
Figure 5.5(a) shows that when we raise the CPU cores per peer from 2 to 16

(within a compute node), the throughput of FlexChain with sequential validation
increases from 566 tps to 3196 tps. Scaling a FlexChain peer out from one compute
node (16 cores) to three nodes (48 cores) further boosts its throughput to 3995 tps.
Our results demonstrate the capability of FlexChain at handling compute-intensive
smart contracts—when the workload requires higher throughput, FlexChain simply
provisions more CPU cores within a single compute node first and, if needed, scales
out by including additional compute nodes. Moreover, due to resource pooling,
FlexChain can utilize an arbitrary amount of compute resources, an elastic benefit
that is hard to achieve in the traditional generic XOV architecture.
Parallel validation. As we increase the number of CPU cores available for the
simulation (X) phase, we observe that the bottleneck on overall performance shifts
to the sequential validation phase, i.e., conflict check (V2) and commit (V3), the
overhead of which comes from accessing remote memory. To further optimize
FlexChain’s performance, we apply the parallel validation techniques described in
Section 5.5 and run the validation workers on 16 additional cores. Again, this
elasticity is made possible by FlexChain’s disaggregated architecture. Figure 5.5(a)
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shows that parallel validation indeed results in better performance: compared to
sequential validation on three compute nodes (48 cores), the throughput of FlexChain
now increases from 3995 tps to 4541 tps, thereby achieving better scalability. This
evaluation shows that parallelizing the validation phase is necessary when FlexChain
executes the simulation phase at scale.
Memory scaling. Our next experiment focuses on another operational benefit of
DDCs: by scaling memory nodes in the presence of data-intensive workloads, remote

memory can be used in lieu of more expensive disk swapping operations. We created
a data-intensive workload using YCSB workload A (50% write) with a total of
4, 000, 000 records and 10 KB record size, resulting in 40 GB of prepopulated data
store. Note that the record number and size are common in blockchain-enabled
healthcare applications. In each transaction, we choose a record according to the
uniform distribution. We fix the local data cache as 500 MB and scale up the amount
of remote memory available for each peer from 1 GB to 50 GB. The remote storage
pool has 2 TB capacity. Each peer has a fully provisioned compute node with 16

cores.
Figure 5.5(b) depicts the results of memory scaling. As remote memory increases

from 1 GB to 50 GB, FlexChain achieves a 140× speedup, saturating at 8623 tps.
Data-intensive smart contracts perform poorly when remote memory is as limited
as 1GB, The root cause is that the remote storage nodes must perform expensive
disk-intensive operations for compaction and random reads. As remote memory
increases, most requests that access the world state are served purely in memory,
and thus, there are fewer evictions to remote storage, resulting in higher throughput.
This also justifies our tiered key-value store design: disaggregating only the storage
is not sufficient to achieve high performance.
Benefits of decoupling resources. One of the key operational benefits of DDC is
decoupling compute and memory resources, thereby promoting efficient resource
utilization. We conducted an experiment to show when serving a mixture of work-
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Figure 5.6: Running multiple contracts simultaneously.

loads, FlexChain saves a significant amount of resources while achieving similar
performance to that of monolithic BaaS. We run three smart contracts simultaneously
in three blockchain channels/instances: one compute-intensive contract (the same
as in Figure 5.5(a)), one memory-intensive contract (the same as in Figure 5.5(b)),
and one contract that is both compute-intensive and memory-intensive, generated
by increasing the size of the prepopulated data store in the K-Means workload. Each
channel/instance consists of three peers and runs one distinct type of contract.
Figure 5.6 shows when running three contracts simultaneously in three channels,

FlexChain saves 48 cores and 192GB RAM (1/3 resources) compared to monolithic
BaaS, and achieves approximately the same aggregated throughput. We observe that
when running multiple contracts together sharing the same OSNs, the bottleneck
shifts to the consensus protocol and the Ethernet network between orderers, which
limits the throughput of memory-intensive peers in monolithic BaaS (6517 tps). To
show FlexChain’s performance without OSNs being the bottleneck, we run three
contracts simultaneously in three blockchain instances, where each instance has its
own OSNs. As a result, the throughput of a memory-intensive peer in monolithic
BaaS increases to 8007 tps. In total, FlexChain incurs only 9.93% performance
degradation compared to monolithic BaaS, but still saves 48 cores and 192GB RAM.
FlexChain saves even more resources when the number of peers in a blockchain
increases, which is usually the case in real-world large-scale BaaS.

113



Figure 5.7: Comparing FlexChain ( ) throughput [tps] with generic XOV ( ). Here
L stands for local data cache per peer in FlexChain, R stands for available remote
memory per peer in FlexChain, and M stands for memtable in generic XOV. In
each transaction, we choose a record/user according to the uniform distribution.
(a): prepopulated with 400, 000 x 10 KB = 4 GB records. (b): prepopulated with
2, 000, 000 users, each with 100 B for checking/savings account. (c): prepopulated
with 800, 000 x 10 KB = 8 GB records. (d): C stands for CPU cores per peer, X for
simulation thread count, and V for validation thread count.

5.6.3 Comparisons with Generic XOV

Our next set of experiments compares FlexChain with an XOV blockchain deployed
on three monolithic servers (peers) communicating with three OSNs. Each peer
uses local LevelDB for its world state. In the rest of this section, we refer to this
distributed strawman as generic XOV. This is in contrast to FlexChain, where each
peer node is disaggregated across compute and memory nodes rather than on a
single monolithic server.
YCSB at 4GB. We first run YCSB benchmark on a modest dataset of 4 GB preloaded
records. Our performance results are summarized in Figure 5.7(a). The left bar
shows FlexChain running with a 500MB local data cache (L) and 4GB remote
memory (R) per peer. The middle and right bars show generic XOV with memtable
(M) sizes of 4 GB and 4 MB respectively. The latter 4 MB is the default setting in
Fabric. The memtable serves as a temporary in-memory database for serving read
requests and storing write updates before being evicted to the local disk. We repeat
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our experiments for YCSB-A (50% reads/50% writes) and YCSB-B (95% reads/5%
writes).
We observe that FlexChain has 12.8% performance degradation on YSCB-A and

9.5% degradation on YCSB-B compared to generic XOV (M=4GB). This is an ac-
ceptable and expected performance overhead of disaggregation, causes by remote
memory accesses. However, generic XOV (M=4 MB) performs poorly (only 120

tps) due to excessive disk paging. Our results suggest that even when running
blockchains in a traditional non-DDC setting, maintaining sufficient local memory
that caches the working set of updates is critical. This is more important when
deploying blockchain services in the cloud, where dynamic workloads are typical.
Unlike FlexChain, in order to keep good performance in serving dynamic workloads,
the traditional BaaS requires error-prone cross-node live migrations, which result in
resource fragmentation.
Given the poor performance of generic XOV with the default memtable setting

(M=4MB), in the next two experiments, we focus on comparing FlexChain to generic
XOV with a large memtable.
SmallBank. We next run Smallbank workload with three different Pw ratios. The
results are demonstrated in Figure 5.7(b). Interestingly, FlexChain consistently
outperforms generic XOV, and its advantage is more significant in write-intensive
workloads: +0.5% when Pw = 5%, +11% when Pw = 50%, and +29% when Pw =

95%. The reason is, although accessing remote memory in FlexChain incurs some
overhead, LevelDB adopted in generic XOV has its own inefficiencies: it waits
until the entire memtable is full before minor compaction takes place. For large
memtables, this compaction operation blocks all future write requests and prevents
further updates. FlexChain addresses this problem by evicting buffers in remote
memory periodically in the background without blocking the critical data path (as
described in Section 5.4). Consequently, the overhead of disaggregation in FlexChain
is outweighed by LevelDB’s limitations in generic XOV.
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YCSB at 8GB. We next revisit YCSB, but this time with doubled number of records
(8 GB), while increasing remote memory to 10 GB and keeping local memory at 4 GB.
Figure 5.7(c) shows that FlexChain outperforms generic XOV: +18.9% for YCSB-
A and +44.9% for YCSB-B. These results suggest that with extra remote memory
(10 GB remote memory vs. 4 GB local RAM), FlexChain significantly outperforms
generic XOV. Due to memory pooling, allocating extra remote memory for a peer is
straightforward in FlexChain.
K-Means. We further run the same compute-intensive workload as Figure 5.5(a) in
generic XOV. We set the amount of resources, i.e., both CPUs and memory, to be the
same as the “16 cores” bar (one compute node) in Figure 5.5(a). As Figure 5.7(d)
shows, using sequential validation, FlexChain incurs only a 6.7% performance degra-
dation compared to generic XOV, and with parallel validation, FlexChain achieves
almost the same performance as generic XOV. This result shows that FlexChain
minimizes the performance penalty caused by fetching data from the remote mem-
ory. An interesting finding in Figure 5.7(d) is that parallel validation improves the
performance of FlexChain by 126 tps, but reduces the performance of generic XOV
by 98 tps. This is because validation phase is not a bottleneck in generic XOV, so
applying Algorithm 3 backfires as it requires synchronization. The improvement of
parallel validation on FlexChain is more obvious when the simulation phase further
scales up as in Figure 5.5(a). This is also consistent with the XOX fabric [74] where
parallel validation is only beneficial when validation is expensive: in XOX, it is due
to the transaction re-execution embedded in the validation phase; in FlexChain,
it is due to memory disaggregation and the large number of keys accessed in the
K-Means workload.
The main takeaways of our evaluation results are as follows. Despite expensive

remote memory accesses, the overhead of disaggregation in FlexChain is kept as
low as 6.7%. In addition to the operational benefits of DDCs on scaling up compute
and memory separately, there are scenarios where FlexChain actually outperforms
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Figure 5.8: Impact of local cache/remote CPU on throughput.

generic XOV, due to better eviction mechanism and more elastic remote memory. In
some cases, these benefits can increase throughput by more than 2000 tps (44.9%).

5.6.4 Varying the Extent of Disaggregation

A disaggregated architecture comes with some limitations. For example, there is less
memory on compute nodes compared to monolithic servers. The CPU clock speed
of remote memory controllers may also be lower. Thus, it is crucial to study how
sensitive FlexChain is to the extent of disaggregation, i.e., the size of the data cache
left on compute nodes and the CPU clock speed of memory controllers.
Impact of local data cache size. Figure 5.8(a) shows the experimental results
for running YCSB-A (50% reads/50% writes) on FlexChain. In this experiment, we
initialize FlexChain with 4 GB records. We vary the amount of local data cache
(L) under different remote memory size (R) and Zipfian s-value (s). The Zipfian
distribution is used to choose a key for a certain transaction. Note that an s-value of
0 corresponds to the uniform distribution and hence less contention, while a larger
s-value reflects skewness in accessed keys and thus more contention. We observe
that when FlexChain has abundant remote memory and little contention (R = 4

GB, s = 0), as we increase local data cache from 50 MB to 2 GB, the cache hit ratio
increases from 50% to 73% for read operations. FlexChain achieves a high cache hit
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ratio even with only 50MB local memory, due to the fact that for each key it accessed
and cached in the simulation phase, FlexChain reads the key again in the validation
phase. For write operations, since we use a write-through design, the performance of
FlexChain is not affected by the amount of local data cache but is limited by RDMA
communications and the write agents on remote memory controllers instead. Thus,
this slight increase in the cache hit ratio does not boost the performance.
When FlexChain has insufficient remote memory and little contention (R = 2 GB,

s = 0), we observe similar insensitivity across different local cache sizes. However,
remote storage becomes the bottleneck in this case: 50.1% of read requests are served
by searching SSTables on the persistent storage. This results in poor performance
due to increased disk activities: the throughput drops from 8000 tps to 2000 tps, a
75% reduction. A larger remote memory would prevent such frequent disk activities
from happening and hence improve the performance.
When FlexChain has sufficient remote memory and increased contention (R =

4 GB, s = 2), we again observe similar insensitivity in local cache sizes. In this
case, no matter we have a 50MB local cache or a 2GB one, FlexChain consistently
achieves 99.9% cache hit ratio and only 0.002% of requests go to SSTables, because
of the small hot record set. However, more than 50% of transactions are aborted due
to conflicts, which limits the end-to-end throughput severely. Introducing reordering
and early aborts [121, 119] can boost XOV-style blockchains’ performance under
contention.
We repeated our experiments on SmallBank and K-Means workloads and found

similar observations.
Impact of remote CPU clock speed. In FlexChain, some tasks residing on the
remote memory controllers need CPU involvement, e.g., the main dispatcher thread,
address manager, space allocator, bookkeeping agent, eviction manager and garbage
collector. We now study the impact of weak memory controller CPUs on FlexChain’s
performance.
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Figure 5.8(b) depicts the performance of FlexChain under YCSB workloads
(400K records with 10KB size). Here, we use cgroups to limit the CPU time the
remote memory controller can use per period (0.1 ms). This has the same effect
as limiting the CPU clock speed. Our experiments vary the available CPU time
from 10% (0.1 cores) to 800% (8 cores). In both YCSB-A and YCSB-B benchmarks,
FlexChain achieves good performance with only two 2.6 Ghz cores, and there are
diminishing returns as more CPU cycles are made available. If the remote memory
controller only has one 1.3 Ghz core (a reasonable configuration for disaggregation),
FlexChain experiences 1308 tps (16.4%) and 741 tps (10.3%) throughput degradation
for YCSB-A and YCSB-B respectively, relative to the 8 cores (800% CPU time) setting.
Performance degradation is larger for write-heavy workloads like YCSB-A, since
every write involves more operations on the remote memory controller than reads.
In contrast, reads benefit more from local metadata and data caches.

5.6.5 Cross-Data Center Deployment

Our final set of experiments evaluates FlexChain in a cross-data center deployment to
investigate the impact of wide area network performance. We use both the compute-
and memory-intensive workloads in Figure 5.5(a) and 5.5(b) in an emulated multi-
data center environment. Specifically, we scale up resources to the largest extent as
the rightmost bars in Figure 5.5(a) and 5.5(b), and measure FlexChain’s throughput
under different network environments. Our setup consists of four data centers
connected by a wide area network. We place all OSNs in DC1 as well as 3 logical
peers in DC2 to DC4 respectively, and vary the network bandwidth and RTT latency
between different data centers using Linux netem [67].
Table 5.1 summarizes the results. As reported in [1], 1 Gbps bandwidth with

50 ms RTT is a common network condition between two data centers. Under this
condition, the cross-data center deployment achieves comparable throughput with
the single-data center deployment on both compute- and memory-intensive work-
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Workloads Single-DC Multi-DC 50ms 100ms 250ms
Compute-intensive

3995 | 4541
1Gbps 4000 | 4530 3997 | 4529 3136 | 3130

Seq. Valid. | Par. Valid. 500Mbps 3998 | 4521 3990 | 4540 3127 | 3131

Memory-intensive 8623
1Gbps 8649 5155 1687
500Mbps 6106 2993 290

Table 5.1: Throughput [tps] over multiple data centers. We also report the corre-
sponding performance in a single data center deployment for comparison.

loads. FlexChain retains much of its performance improvements derived via elastic
scaling even when the latency (bandwidth) of the network doubles (halves) to
100ms (500Mbps). Like any other distributed system, the performance of FlexChain
inevitably drops under extreme network conditions, e.g., with 250ms latency, bot-
tlenecked by the transaction transfer between peers and orderers. Such conditions
only affect memory-intensive workloads, as the amount of data transferred across
data centers is insignificant in compute-intensive workloads. These conditions are
uncommon as the Internet speed is getting increasingly higher [1].

5.7 Summary

This chapter presents FlexChain, the first XOV blockchain system that is designed
following the disaggregation paradigm. FlexChain uses a tiered key-value store to
scale its memory and storage independently and elastically. FlexChain also presents
a parallel validation process that removes a bottleneck in disaggregated XOV systems.
Our experimental results demonstrate that FlexChain provides independent compute
and memory scalability while incurring at most 12.8% performance overhead of
disaggregation. In summary, FlexChain is a demonstration that a complex distributed
system can be made to run efficiently in DDCs.
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CHAPTER 6

RELATED WORK

In this chapter, we first briefly survey several research lines related to this dissertation,
followed by discussing potential future work.

6.1 Literature Review

Learned systems. More generally, many recent works have applied machine learning
concepts to systems components, especially to database systems. These works,
falling under the umbrella of machine programming [75], cannot be exhaustively
enumerated here, but we refer the reader to past work on indexing [96], cardinality
estimation [104, 93], index selection [51], database tuning [114], scheduling [108],
garbage collection [38], and concurrency control for in-memory databases [131].
As a novel application, learned blockchains not only require unique featurization
of the blockchain design landscape (i.e., state and action space), but also operate
in an environment where there are Byzantine failures. Consequently, our design
of AdaChain and BFTBrain use a fully decentralized machine learning approach to
handle the untrustworthiness of participating nodes.

Database migration. Efficient and live migration of databases has been studied in
multi-tenant data infrastructures [60, 50, 88, 103, 35]. Unlike existing work that
mainly migrates data between different physical nodes, AdaChain switches between
system architectures within the same participating node. Moreover, AdaChain’s
migration protocol is robust to Byzantine failures and mitigates the explorations
performed by reinforcement learning.

BFT consensus. The BFT consensus problem has been studied extensively; readers
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may find introductory material in textbooks, various surveys, and measurement
studies, e.g., [22, 106, 47, 115, 33, 53, 141, 132, 123]. As an example, BFTSim [123]
provides a simulation environment for BFT protocols, which has been used to evaluate
a set of protocols under multiple scenarios. The specific set of BFT protocols which
are incorporated in BFTBrain [37, 89, 16, 95, 81, 107] belong to a category of
solutions for a setting called partial synchrony which has been introduced in [58].

Protocol reconfiguration. BFTBrain employs a mechanism similar to reconfiguration
which allows the system to switch the parameters of a BFT algorithm by agreement
at certain positions within a sequence of decisions. The reconfiguration problem has
been formalized in several works, both in the benign fault settings and the Byzantine
setting, e.g., [85, 32, 101, 102, 29, 79, 23].
To our knowledge, the first work to propose switching between a set of BFT pro-

tocols in real-time to adapt to dynamic conditions is Abstract [23]. It was followed by
Adapt [25], which further enhanced the approach by training a supervised learning
model to govern switching. BFTBrain embraces the idea of a multi-protocol BFT en-
gine while considerably enhancing its practicality via a decentralized reinforcement
learning engine that provides significant operational benefits and by introducing
deep performance metrics, capturing faults, and being hardware agnostic.

Robust distributed learning. At the core of BFTBrain, learning in untrusted dis-
tributed settings is made resilient against intentional data pollution via robust aggre-
gation and agreement. Similar techniques have been explored in robust distributed
learning studies [15, 139, 91, 65, 80, 26].
OS abstractions for disaggregated memory. At the infrastructure layer, building op-
erating systems suitable for DDCs has been proposed in LegoOS [120] that maintains
a POSIX API for system calls, and in Infiniswap [78] that provides a page-oriented
abstraction for paging to remote memory. LegoOS is designed for general purpose
applications, but by itself cannot be a drop-in replacement for database systems given
its poor performance [142, 143, 144]. LegoOS does not satisfy FlexChain’s needs

122



either since it does not support writable shared memory across different processors.
Infiniswap cannot be directly used by FlexChain to support the remote key-value
store, since it forces every access to go through a time-consuming kernel data path.
Further, FlexChain is optimized at a record level, and a page-level eviction approach
backfires with poor performance [145]. It may be possible to use middleware such
as Infiniswap for paging transient smart contract data currently maintained in local
memory.
Disaggregated databases. Given the poor performance of running databases on
LegoOS and Infiniswap, there are also new proposals on rethinking the design of
relational databases [144, 34, 145] that are optimized for the DDC setting. PolarDB
Serverless [34] and Legobase [145] also study how independent hardware failures
in DDCs accelerate the failure recovery. There is a significant architectural difference
between relational databases and XOV blockchains studied by FlexChain. As a result,
the design principles and performance implications of these work are not applicable
to disaggregated XOV blockchains. Apart from relational databases, disaggregating
key-value store using RDMA and remote memory has been studied [129, 55]. None
of these studies utilize a tiered design that includes remote stable storage and local
cache. Consequently, they are not suitable to be used in disaggregated blockchains
that require data durability and affordable budgets for users.
Optimizing XOV blockchains. In addition to FlexChain, several other studies
have improved the performance of Hyperledger Fabric [20] while still following
its XOV architecture [74, 73, 117, 119, 121, 124, 125, 126, 137]. FastFabric [73]
targets conflict-free transaction workloads and improves Fabric’s throughput by
using different data structures and caching techniques for gRPC, and pipelining the
transaction validation. However, FastFabric assumes the entire blockchain world
state fits in its in-memory hashtable. Fabric++ [121] employs concurrency control
techniques to early abort transactions or reorder them after the order phase to
reconcile the potential conflicts. FabricSharp [119] goes one step further and presents
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an algorithm to early filter out transactions that can never be reordered and also
presents a reordering technique that eliminates unnecessary aborts. All such conflict
resolution techniques can be employed in the ordering phase of FlexChain.

6.2 Future Work

Many interesting research directions remain to be explored in the journey of building
fully autonomous distributed systems. There are three main areas of interests.
Finer-grained learning. First, current autonomous consensus protocols have large
room for improvements through finer-grained control and learning. For instance,
while BFTBrain focuses on adaptation at the protocol level, dissecting the perfor-
mance impact of and learning protocol-specific parameters would be highly valuable.
Such parameters could include various timers (e.g., timers for view change, fast/s-
low path, global ordering aggregation), block size, selection of leader or commit
aggregator, leader rotation interval, and the network solution (e.g., gossip, multicast,
or broadcast). This would require designing more efficient reinforcement learning
algorithms given the significantly larger action space. Additionally, incorporating
workload forecasting into the learning agent is crucial, as it could reduce protocol
switching overhead by adapting epoch length and improve resilience to Byzantine
workloads. Moreover, different reward functions could be explored. Optimizing
fairness via machine learning is interesting for large scale decentralized systems.
Broader set of protocols. Second, it would be promising to extend the AI-driven
learning approach to a broader class of distributed protocols. As today’s distributed
protocols demonstrate increasingly complex design and engineering, manually con-
trolling such protocols through hand-crafted heuristics is becoming infeasible. It is
appealing to build “learned” data dissemination protocols (e.g., mempool or gossip),
distributed hash tables, sharding protocols, and parallel atomic broadcast regimes.
Adversarial machine learning. Lastly, the use of machine learning introduces new
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attack vectors for distributed systems, such as the manipulation of locally measured
features and reward data. It is interesting to study the impact of adversarial machine
learning on learned distributed systems we have built, especially Byzantine fault-
tolerant systems. For example, if certain Byzantine nodes launch projected gradient
descent (PGD) attacks on their local features, how would that PGD attack affect
system’s throughput? The effect could be quite different from attacking a centralized
model, because both AdaChain and BFTBrain have a protocol that aggregates these
local data points and passes them through a median filter, and only less than 1/3 of
the data can be manipulated according to the trust model. The attackers also need
to flip the ranking of protocols in order for this attack to become effective.
We could also explore the trade-off between defense against such attacks and

maintaining systems adaptivity. As potential ways of defense against adversarial
attacks, techniques such as randomized smoothing could be explored.
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CHAPTER 7

CONCLUSION

The rise of the “Web3” industry has sparked significant interest in developing dis-
tributed systems for untrusted environments. As a notable example, blockchain
systems are designed for such untrusted environments where malicious attacks could
be common, enabling a wide range of decentralized applications.
By following an AI-driven approach, this dissertation addresses the adaptivity

challenge that existing one-size-fits-all blockchain systems suffer under dynamic
workloads, novel smart contracts, and modern hardware. We explore optimizing
and introducing adaptivity to the entire systems stack.
At the transaction processing layer, we design and implement AdaChain. Driven

by reinforcement learning, AdaChain not only adaptively chooses the best transaction
processing paradigm in order to maximize performance for dynamic workloads, but
also quickly adapts to new hardware and unanticipated workload changes on-the-fly.
At the consensus layer, we propose BFTBrain, a multi-protocol consensus engine

based on reinforcement learning. By switching among a set of BFT protocols in
real-time, BFTBrain automatically adapts to the dynamic workloads, ever-changing
fault scenarios, and network configuration while maintaining safety and liveness.
Finally, at the infrastructure level, we propose FlexChain which leverages resource

disaggregation whenever appropriate in order to adapt to diverse and heterogeneous
resource demands.
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